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Abstract— This paper describes the development of a computer 
controlled electronic display-board by using a low cost older 
personal computer (PC) that has become almost unusable 
otherwise. This display system is capable to display the 
information as an independent system in the manner that can be 
dynamically programmed by the computer. A local control 
system, memory-subsystem has been developed to make it to 
work as an independent system.    

I. INTRODUCTION 

 An electronic-display board is a two-dimensional LED-
array system in which each LED [1] acts as a pixel, therefore, 
any text or image can be displayed on that board. In the 
modern days, this type electronic-display boards are being 
used widely for different type of applications, for example, 
just for displaying fixed contents for advertising or 
information delivery. These first types of electronic-display 
board are static in the sense that once these boards are 
programmed to display some contents; it will continue to 
display those contents until it is reprogrammed. On the other 
hand, some electronic display-board are said to be dynamic in 
the sense that it displays the contents those are changed 
frequently or dynamically, for example, electronic score board 
or flight information displaying board. In general, a computer 
is employed for this second type of display-board. However, 
in this case, the computer should be always busy, even if for 
displaying a fixed content, engagements for sending data 
continuously to one column-LED after another of the LED-
array in order to display any information. Therefore, it will 
hardly be possible to have the computer free to do any other 
job. In addition to this, to provide this type of electronic 
display board at low cost is a great industrial challenge in 
these days. From this viewpoint, in this work, a system has 
been developed for a PC controlled electronic display board 
by employing a low cost old-dated 386 series computer and 
necessary software has been developed too to drive that 
system. The main features of the system are, it uses software 
controlled synchronous serial data communication between 
PC and display-unit, in the display-unit, there is also a 

memory subsystem which holds the information that are 
received from the PC for displaying, for displaying that 
information there is also a local controller which controls 
displaying mode whatever it is still or moving text or image 
and finally this system can work independently without help 
of PC. This software is capable of controlling still or moving 
text or images. 
  

II. DESIGN CONSIDERATION 
The block diagram of the proposed hardware is shown in Fig. 
1. The design part of main hardware is divided into the 
following sub-circuits: 

A. PC Interface circuit, 
B. Serial to Parallel converter circuit, 
C. Memory sub system, 
D. Display unit circuit, 
E. Device control circuit. 

 

A. PC Interface circuit 

 The interfacing circuit [2~5] can interface between the 
display board and PC. Following the address decoding part, 
this circuit accepts lines from PC: one data line, one clock 
pulse line and another common ground line. The computer 
program can transmit data via data line serially along with 
programmed-clock pulse for every single data bit. 

B. Serial to Parallel ConverterCcircuit 

 The serial to parallel converter circuit converts the serial 
data come from the computer into parallel format. The data is 
shifted into the sift register (SR) at every clock pulse, at the 
same time, the clock line is fed to a counter via an inverter. 
This causes a half cycle delay between data shifting in shift 
register and counting the counter. This was done in order to 
prevent the loss of data.  When 8 bit data are shifted into the 
shift register completely, at that time the counter value is 7. At 
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this time the temporary data register (TDR), which is 
connected to the parallel output of the shift register, is enabled 
by the counter, thus the contents of the shift register are 
loaded in the TDR as parallel data. Only this data will be 
available in the data bus of the designed system. The next byte 
serial data in the shift register will be available to a 3-to-8-line 
decoder (DR) through a tri-state buffer when the terminal 
count occurs in the counter. The second byte data is used for 
addressing various register/tri-state buffer and generates 
various control signals in the designed system for data-load 
operations or data-transfer operations. So, there are  two bytes 
data are necessary for loading or transferring in parallel form. 
For example, 
 
 
 
 
 
 
 
 

C. Memory Subsystem Unit 
 The memory subsystem consists of a 2048X8 bits 
memory package 6116 [6] for storing data that will be 
displayed to the LED monitor. A local control-circuit   places 
the proper address at Memory Address Register (MAR) that 
should contain the data to be displayed on the LED monitor; 
in this way desired portion of the memory can be selected for 
displaying data. Therefore, the function of the local controller 
is to read the appropriate column-data of the LED monitor as 
well as to control whatever the contents for displaying should 
be static or moving.  
 
  

  This local controller consists of a counter, comparator 
and register. However, during this write operation that local 
controller is disabled. For memory-write operation, at first, 
the address is sent and following that data is sent. After write 
operation the MAR and the memory buffer (MB) is disabled 
and the local controller is enabled by the device control 
register.   
 If the content column-data are equal or less than the 
number of columns of display units then the contents are 
displayed on the monitor will be static or still. In this case, 
after displaying a complete set of data, again data-reading 
should be stared from same initial memory location. In order 
to display moving contents, two set of same data are stored 
consecutively, .and starting memory location  for read 
operation is shifted one step advance or back  after finishing  
of displaying one set of data. 

D.   Display Unit Circuit 
 The display unit circuit has been built with 8X16 LEDs. 
The row LEDs are connected commonly for data that are 
available for any column. The column LEDs are connected 
commonly for displaying the data of a selected column. The 
column data are primarily stored in a latch and a 1-to-16-line 
decoder selects the desired column. The column decoder uses 
decoding by a counter, which counts continually with the 
clock pulse comes form the main circuit. 

E.   Device control circuit 

 The system has a control register, which can  be   used   
to control the device. The control word of the status register is 
shown in figure-2.  

 1st byte  2nd byte         Equivalent operation 
  XXH      00H    Load device control register (DCR) 
  XXH      02H    Load last count register (LCR) 
  XXH      03H    Load memory address register (MAR) 
  XXH      04H    Load memory via data line (MDR) 

Display Section 
LED-matrix and 

electronic circuitry 
 

Local Memory System 

Memory 
Loop 

Controller 

Device Control Register 
(DCR) 

Computer

Data Bus

Memory 
Data 

Register 
(MDR) 

Last Count 
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Temporary Data Register 
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Figure 1.  Block diagram of PC-controlled electronic display 
board
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The D0 bit can be used for switching to clock pulse line. The 
D1 bit can be used to enable or disable the address lines and 
counter lines. The D2 bit is used to turn on or turn off the data 
sending line for the display unit. 
 
 
 
 
 
 
 
 
 
 
 

III.         SOFTWARE DESIGN 

 The program of the device, that can control its all 
operation, is written in C [7] programming language. The 
algorithm is given below. 
 

A.       Program Algorithm 

 All characters are formatted by 8X8 matrix of square 
array. For example character ‘A’ has the following format. All 
0’s represent no power present and all 1’s represent that 
power supply is present. 

 
A = { 0 1 1 1 1 1 1 0 
          1 0 0 0 0 0 0 1 
          1 0 0 0 0 0 0 1 
          1 0 0 0 0 0 0 1 
          1 1 1 1 1 1 1 1 
          1 0 0 0 0 0 0 1 
          1 0 0 0 0 0 0 1 
          1 0 0 0 0 0 0 1 }; 
 
 Therefore, the column values are sent one after another to 
the LED-array so that it looks like ‘A’. In this way all 
characters and any other picture or images can be formatted 
compatible for this system. The program takes the value of 
each column and represents its corresponding integer value 
and transmits the value to store in the memory of the memory 
sub-system. Then, the device an display the contents of the 
memory according to its data values. The flow chart of the 
software is shown in Fig. 3. 
 

IV.               CONCLUSION 

 The project has been developed to show something in 
large-view. The total cost of this hardware is about 12 USD, 
this design involves some old-dated computers those are 
unusable otherwise, but those will have some industrial value.    
Therefore this low-cost displaying system can be sued as 
information displaying at different rail-station, airport etc, 
particularly for third world countries. 
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Abstract

 

Security in today's software applications because raw 
data acquisition system at the lowest level, the position is very 
important however, part of the development application under 
consideration is the security and therefore also delirium costs have 
to using and user. Security is essential in software development 
because the resource is protected to the integrity, availability and 
privacy of data guarantee. There are different models and 
standards for information security. PSSS is one of those models 
specialized for providing security tasks in PSSS, as an efficient 
software security model, in order to map in along with other 
security models and standard for 3 and 4 phases of software 
development, ensuring safety of task performance in the phases. 

Keywords - IT (Information Technology), IT security, Security 
Models and Standards and their limitations. 

I.  INTRODUCTION 

Information which can be in various forms is the great asset an 
organization or business owns and is of vital importance, like 
other assets. Because it is shared among the parts of an 
organization or business, it causes great concern. Therefore, it 
needs ways for protection. In particular, in environments 
where business interactions are growing and data are shared it 
assumes great importance. Thus, the increased information 
dissemination subjects the information to a variety of threats 
and damages [20]. 
Progresses in the field of IT and communications and 
innovations resulting from it have increased productivity and 
lead to emergence of new types of services. With the 
improved ever increasing power, capacity and price of micro 
electronic equipment which have led to the about 30 percent 
make it possible for all people to take advantage of this 
technology. Today we live in a communication costs are 
falling.  
And, the world people increasingly exchanging and 
information and communication systems, attacks and threats 
against such systems have increased as well. Security is 
considered as one of the key issues raised while developing 
the systems [2]. The number of these attacks are so high that, 
over the past years, more than 3500 annual damages have been 
reported to Computer Emergency Readiness Team/ 
Coordination Center

 

(CERT/CC) also, around 140000 security 
events were presented to the center. The events happened were 
so great that CERT stopped publishing the statistics in 2004. 

The U.S Department of Defense announced that the number of 
computers with security gaps 88% and 96% of these 
computers however are not aware of this defect 
[18].consequently IT will play a major role inhuman life if its 
security is provided. Failures in IT security result not only in 
destroying its enormous benefits but also in changing into a 
life threatening factor [10]. 

IT is made up of various sectors such as human resource, 
hardware, software, data, equipment and communication 
protocols, electronic and electric devices and so on. Dealing 
with all of the sectors is beyond the scope of this paper. We 
will focus on application software. 

Security like reliability or efficiency is one of the non-
functional properties of the system. IT defines one of the 
attributes of the system which reflects its capability to protect 
itself against intentional a or unintentional external attacks, 
hide the nature of information or resources, Prevent 
unauthorized access to disclose private information; and data 
and resource reliability [7]. 

Security is defined as the situation in which a person is 
proceed from risks, threats and damages coming from social 
life. Security is a fundamental, relative and stable need which 
according to different view, can be to different extent and 
degree. In principle it is hard to identify, evaluate and 
implement security in a system [20]. According to Devanbu 
security, like beauty, is in the eye of the beholder [11]. 

Information security is the protection of information against 
a wide range of threats in order to ensure continuity of 
business, minimize business risks and investment 
opportunities. Information security is achieved by 
implementing a set of effective controls including policies, 
processes, procedures, organizational structures and software 
and hardware functions [1]. 

Security has access to data at the lowest level and shares 
them among user in various sectors. Sharing information, 
however, causes excessive concern in organizations because 
security and protection are the key elements of sharing data. 
Applications can have a lot of gaps in different sectors [13]. 
Less experienced programmers, software at the risk of abuse, 
unskilled individuals lacking necessary skills or resources for 
testing software are some of the reasons that have increased 
the number of gaps [12]. That s why security, especially for 
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large organizations and corporations with data of critical 
importance has caused concern. On the other hand, software 
users and developers are mostly businessmen, not 
professionals. Therefore information security is not of concern 
to them and they overlook it [3]. 

Secure software is software that cannot be forced to perform 
unwanted tasks. Security at software can be considered from 
two perspectives. First perspective relates to development of 
the software and creation of a safe environment to keep it. The 
second perspective is about the development of software itself 
in a safe manner. Therefore, security is considered at different 
phases of software development [17]. 
Software development is composed of the following phases 
[22]: 

 

Initial Phase: during this phase, all the necessary 
requirements for design or purchase of the system are 
determined and fully understood. 

 

Development/Acquisition Phase: In this phase, functional 
and technical needs are mapped into information system 
programs. 

 

Implementation/Assessment Phases: In this stage, all 
tasks performed in analysis and design phases are mapped into 
readable codes for computer by developers and programmers. 

 

Operation/Maintenance Phases; this stage, involves all 
activities required to keep the system functions in good 
condition; these activities include wpkeeping the hardware and 
reducing application faults. 

 

Disposal phase: In this stage, the system is replaced by 
another one or its feature is not needed any more. 

There are several models used to create information or 
software security. In this paper we aim to map one of these 
models specialized in creating security for software and giving 
better results in comparison with other models and standards-
into software development phase; accordingly the software 
safety would be acceptable after it is created. 

The activities that will be done in this paper are as follows: 
section II deals with measures taken in the field of software 
and information security and limitation of those measures. In 
the III section considering the current models and standards 
the reason for which the issue of security is reconsidered is 
presented. The proposed framework is presented in section IV. 
The tasks that need to be perfumed in the third and fourth 
phases of software development are given in sections V and  
VI results and conclusion of the study will be give in section 
VII and the references in the last section. 

II. COMPLETED TASKS 

Tasks performed to create security for software and 
information will be summarized below. 

 

Security System Engineering 

 

Capability Maturity 
Model (SSE-CMM): a reference model is a process of 

providing a comprehensive framework for evaluating security 
engineering activities to concentrate requirement for 
implementing of IT security. Different models and standards 
such as GMITS, NIST HANDBOOK, and BS7799 are derived 
from this model [14]. 

 
ISO/IEC 27002: this standard provides guidelines and 

general principles of starting, running, maintaining and 
improving information security management in an 
organization. Control objectives and controls considered in 
this standard to meet the needs identified in risk to developing 
organizational security standards and to effective security 
management practices in order to make inter-organizational 
activities reliable [1]. 

 

Operationally Critical Threat, Asset, and Vulnerability 
Evaluation (OCTAVE) Model: this model focuses on the 
risk analysis of information technology assets and practical 
solutions for reducing risk factors through overcoming 
discovered security flaws. OCTAVE is designed for 
organizations that want identify what their information needs 
to be secure [19]. 

 

ISO/IEC 15408: this standard having considered the 
results of security assessment, this standards permit 
comparison. To do so it prepares a set of requirements for 
security function of IT products and system. And its standard 
ensures their use according to security assessment.[16]  

 

Team Software Process-security (TSP-Security) Model: 
This is one of the specialized models focusing on software 
security. Software Engineering Institute (SEI) and Team 
Software Process (TSP) are a set of operational process for use 
by software development teams. TSP is a set of processes t 
help develop software. It also shows how to do things step by 
step and how to assess the completed task. To create security 
while developing software, SEI has added issues related to the 
security of software development cycle to TSP [9]. 

 

Process to Support Software Security (PSSS) Models: 
Process to Support Software Security (PSSS), as a perspective 
on security engineering is associated with software 
development. This relation aims to improve the efficiency of 
security projects by means of a set of activities in 
aforementioned models and standards; accordingly developing 
and organizing behaviors at time of software development, it 
deals with common problems and limitations of information 
security model [21]. 
PSSS has two important parts: Security Engineering and 
Security Auditing. Based on the goals followed by software 
development, security engineering is to establish contact with 
business plans and strategies, to monitor project in order to 
archive security goals. Security audit is responsible for 
ensuring whether software development is in compliance with 
PSSS or not.  
This individual verity the impact of PSSS programs. For 
example, they state the results of activities and achievements in 
certain circumstances. A series of activities that should be done 
in PSSS are as follows: 

 

Planning security 

 

Assessing Security Vulnerability 

 

Security risk model 
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The impact of risk assessment 

 
Identifying security risks 

 
Specifying security needs 

 
Providing security information 

 
Verifying and validating security 

 
Managing security 

 
Monitoring security behavior 

 
Ensuring security 

Other standards can be added to these models and standards in 
the field of information security. In addition to models and 
standards used in the field of information security, there are 
other pieces of software such as firewall, Intrusion Detection 
Protect (IDS) or other applications like them that protected 
software data after it is created. Simply put, they enhance 
software security [15]. 
But it still isn t easy to use these models and standards for the 
following reasons [21]: 

 

The limitation of SSE-CMM: it is a complicated model 
because it does not perform all tasks the system needs. 
Furthermore it does not explain how to perform the processes 
in the areas mentioned. Thus, it is hard to apply and 
implement this model. 

 

The limitation of ISO/IEC 27002: it includes a large 
number of security controls executed in different processes of 
various organizations. Also, it does not demonstrate how to 
execute security control in the best way, not specifying a 
standard. 

 

The limitation of OCTAVE: It tasks a self-directed 
approach. Simply put, an individual from the organization 
assumes responsibility for setting up, implementing and 
controlling security. 

 

The limitation of ISO/IEC 15408: Due to its complex 
relationship which entails specialized knowledge, it is costly 
and time consuming. Moreover, it focuses only on certain 
software products and overlooks the interrelationship 
between other software products. 

 

The limitation of TSP-Security: First of all, its use 
requires investment in training and software developers 
should have necessary training for using this model. 
Accordingly, the TSP use demands senior and project 
manager s support. Besides, for most organization, effective 
TSP use requires that the management and technical culture 
and character be able to perform technical tasks carefully and 
consistently, the leadership be sustained, be a driving force 
behind making TSP team self-directed. 

 

The limitation of PSSS: Identification and understanding 
software property, lack of specialized knowledge for 
functionality in all activities associated with threat model and 
need for more resources necessary for effective PSSS 
function. 

III. CRUCIAL IMPORTANCE OF SECURITY 

In addition to limitation and problems that were described 
above for the models and standards, here, we will discuss the 
problems demanding that security be considered all the time, 
though there are models and standards for this purpose. 

A. Software Security needs a serious consideration  

 
The losses suffered by countries, companies and 
organization for software intrusion and damage are too 
costly. For one thing, the additional costs for U.S. 
government potential attacks on critical infrastructure 
remain a serious concern. New automatic attack requires 
no human action to deliver4 destructive play loads, causing 
major concerns. In 2004 over 140000 attacks were reported 
to CERT which is due to holes in software and networks 
from 1999 to 2003(see figure 1).  

0
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4000

6000

1999 2000 2001 2002 2003

 

Figure 1: Holes reported by CERT CC  

 

security holes, if any, can have adverse effects on software, 
e.g. , negative effect on the reliability 

B. To develop security software is complex 

 

Computer science is very extensive. For instance when you 
combine two or more parts of a software to each has 
certain security characteristics the combined results should 
not demonstrate security characteristics. To do so you need 
careful analyses. 

 

When developing software with high quality, you need 
educated and experienced personnel. 

C. It s hard to define secure software in general 

 

The first necessity for software to be safe is defining 
necessary specifications and properties. Security, it is 
necessary to implement the specifications accurately. 

 

What kind of security and privacy are required, what are its 
costs and risk? These questions are hard to answer; 
technical judgment does not help. Because it requires you 
to view it from management and marketing perspective. In 
particular, when customers don t have great interest in it or 
they have to pay for it, such view can be helpful. 

 

Finally, developing software with the qualities of privacy, 
integration and appropriate accessibility which entails the 
above-mentioned problems has made defining a security 
software challenging. 

D. Why are not the existing approaches in wide use? 

 

Cost and needs are among the greatest hurdles in the way 
of an organization which cause concerns when creating 
security software, though there exits other reasons such as 
users comfort, quick supply, more functionality and so on. 
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Completion of software  development 
tasks

 

Topics related to software development 

Topics related to security 

 
After the customers and users awareness increased, 
security was in great demand. But it s not paying the costs 
of security. 

 
According to Microsoft reports, 20% of the security faults 
are due to its design. To avoid such issues specialized skill 
and knowledge for security and design are required. 

IV. PROPOSED FRAMEWORK 

In comparison with the methods and standards for software 
products security, as PSSS focuses on security in a specialized 
manner, it has particular importance. And because it has 
produced satisfactory results, in parts put into use PSSS has 
attracted importance. Other methods and have rudimentary 
conceptual foundation and don t put much emphasis on 
designing and analyzing phases, not producing the same 
results as PSSS. However, PSSS has its own disadvantages 
that were mentioned above [5]. 
Software development cycle has phases which the input of 
each phase is the output of previous phase. So, if we can deal 
with security issues in each phase besides software 
development, it is possible to produce secure software. In each 
phase, there are criteria and parameters associated with 
security which should be met; otherwise transition to next 

phase will be impossible. According, after the software 
development phases have been completed, the product will be 
secure software. 
In this paper, security tasks mentioned id [21] along with other 
security issues associated security models and standards are 
divided into groups. Phases of software development are show 
in [22]. Grouped tasks are so that tasks of each group are 
consistent with one of the phases of software development. In 
fact, each group contains a set of security tasks that should be 
done in a phase of software development. Each of these along 
with a set of tasks necessary for software development is 
described and continued. Finally, after the end of each phase, 
the product is compared against security standards. If security 
is acceptable, we will enter the next phase. This procedure is 
followed in the other phases. On the other hand, if the product 
isn t security measures will be tightened. 

Besides the things that to establish security in software are 
described, Output that each task security must have, Work 
independently parallel to the security task, And work-related 
security tasks that must be done to increase security in this 
article is also shown. Figure 2 is as a schematic of tasks that to 
be done, show in this paper      

                              

         

This paper describes activities to tighten software security-
besides; the output of these activities, activities dependent on 
and independent from these security activities are also 
included in the paper. 

 

The initial phase: at this stage in the project, how to 
initiate the activities are demonstrated  

 

Software development activities: activities and tasks 
performed to develop software. 

 

Description: activities and tasks to tighten security are 
identifies and described. 

 

Output: the result of activities done are demonstrated which 
creates a situation to elicit proposals and comments on the 
past and future activities. 

 

Synchronization: activities that should be performed at the 
same time with those to tighten security are necessary. 

 

Interdependence: key interdependence besides other 
necessary tasks is identified to make sure that 
coordinating security activities have no negative effect on 
other processes of IT. 

 

In phase safe?: The situation is reviewed to see whether 
the software has lived up to the expectations or not. 

Yes

 

First of Phases Activities for software development 

Figure2. The Proposal Framework 

No 

 

End of phase and go to next phase 
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End of the phase and going into next phase: at this stage, 
the software is developed safely and it can enter into the 
next phase. 

In next section, we present the tasks should be performed in 
the first, second, third, fourth and fifth phase according to 
framework offered in the present section. Accordingly when 
we complete a phase, it can enter into the next phase safely. 

V. THIRD PHASE OF SOFTWARE DEVELOPMENT, 
IMPLEMENTATION/ASSESSMENT PHASE  

Necessary tasks of the phase are as follows: 

A. Creating a detailed plan for C&A 

a. Description 
AO is responsible for risks to the system. There is a 

relation between risks and final operation of the system. If 
there are undetected risks to the system, they can cost an 
arm and leg to the system later. There for, AO is required 
until the risks are fully identified. Combining changes 
needed during the planning stage as required, risk 
identification makes it easy a simple to select resource. 

AO and development team should cooperate in: solving 
problems relating to test results and data in the system; how 
the changes should be made; how these changes should be 
reflected in the environment; and how a secure working 
group working 

 

that can include people such as users, 
managers, plan supporting , administrational including 
A&C, and system analyzer- can be formed. 
b. Output 

Initial work plan: planned documents identify key roles, 
project limitations, main parts scope of the test, and a degree 
of accuracy. 
c. Synchronization 

Informing AO about the things, ISSO system owner s 
complete and present documents required C&A initiation 
and conduct. 
d. Interdependence 

Planning for assessment of security controls extracts 
necessary information from documents or scheduled 
meeting. 

B. Integration of security into the system or established 
environment 

a. Description 
Operation integration tasks place at the operational site 

when information systems are expanded for an operation. 
After information systems are delivered and installed, 
integration and acceptance testing occur. When security 
controls are included in the developer s instructions, 
guidelines will be available for implementing security, 
offering documented security specifications. 
b. Output 

 

Verification of a list of operations of security controls. 

 

Completion of system documents. 
c. Synchronization 

 
Issues arising during the installation should be 

evaluated for inclusion into contingency plans based on the 
potential for reoccurrence. 

 
During the system installation ISSO should make sure 

that controls are located in place and configured properly 
and deliver the verified list to the system owner and AO. 

d. Interdependence 
Changes to the core security documents should be updated. 

C. Assessment of system security  

a. Description 
System development or changes in hardware, software, or 

how they interact must be validated before evaluation. The 
purpose of security assessment processes is to validate that 
the system is consistent with functional and security 
requirements and it has an acceptable level of security risk. 
Security controls should be done. Before the initial 
operation, security endorsement should be issued to the 
extent controls are implemented, operations are confidence. 
Finally, the desired results are achieved and evaluated. Also, 
periodic testing and assessment of security controls in 
information ensure efficiency of security controls, security 
validation may discover and describe gaps in the 
information system. With efficiency of security controls and 
information system gaps made clear, we have essential 
information for authorities to issue permits necessary to fill 
the gaps.  

b. Output 
Security assessment packs include reports for security 

assessment, POA&M and updating system security plans. 
c. Synchronization 

Results of validation packs are issued in written form for 
owners of the system, ISSO and system administrators and 
assessment results are shared among them. 
d. Interdependence 

All previous steps are followed. 

D. Authorizing information systems 

a. Description 
To process, save and transfer information security 

authorization of security systems are required, these 
permissions issued by security authorities are to state that 
security controls are checked. Decision on security 
certificates is risky and it is heavily dependent on testing 
results and security assessment produced during processes of 
security control verification licenses are as allows: 

 

To complete system security plans 

 

The results of testing and security assessment 

 

POA&M 
b. Output 

 

Authorized security decisions will be documented and 
transferred from authorizing officials to system owner 
and ISSO. 

 

Final security authorization package 
c. Synchronization 
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Statistics for inventory and reports of the system should 
be updated to reflect a valid condition. 

 
If the system is valid, CPIC activities will be reflected 

d. Interdependence 

 
Security documentation and budget are updated 
according to the results. 

 
The structure of information systems is validated. 

VI. FOURTH PHASE OF SOFTWARE DEVELOPMENT, 
OPERATION/MAINTENANCE PHASE   

Tasks necessary for tightening security in this phase will be 
presented below: 

A. Review of operational readiness 

a. Description 
In many cases that systems are transferred to production 

environment, unplanned changes are drastic, security controls 
are modified or integrated although these steps may not be 
always required, they can reduce risks, if any. 
b. Output 

If there are changes in the system, the implications for 
security are examined. 
c. Synchronization 

System administrator and ISSO and the owner of system 
confirm that system operations are consistent with security 
needs. Changes observe at the last moment are dangerous for 
the system and should be verified by the system owner. 
d. Interdependence 

 

Review of operational readiness which is complement to 
C&A processes ensures that the changes already made 
will eliminate potential risks. 

 

Any changes in security controls should be reflected in 
security documentation. 

B. Control and management of the configuration performed 

a. Description 
Efficiency of management control of the organizations 

configuration and reflected methods are necessary in order to 
take security impact into due consideration with regard to 
changes in information systems or their surrounding 
environment. Management and configuration control 
methods provide initial baseline for hardware, software or 
programs which are always in the memory. This baseline is 
essential to information systems. Subsequent changes in the 
system will be controlled and maintained. 

Documentation of changes in information systems and 
assessment will have a major effect on maintenance of the 
validation. When important and essential inputs are combined 
with be followed effectively. According, the ability of an 
organization to identify considerable changes facilitates the 
control of system security and the impact of security. This 
helps to make sure of assessment and testing. 
b. Output 

 

Decisions of Change Control Board (CCB) 

 
Updated security documentation (System security plan 
and POA&M) 

 
Security assessment of documentation changed in the 
system. 

c. Synchronization 

 
Security documentation should be updated at least once 
year become of the marked changes. 

 
CM documentation should provide continuous 
monitoring plan for the system. 

d. Interdependence 
Security architecture should provide key details of security 

services to components which is used as a criterion for 
effective evaluation of planned changes 

C.  Monitoring the results continuously 

a. Description 
The ultimate goal is continuous monitoring. It guarantees 

effective monitoring when there are inevitable cases needing 
security control. Good management and design of continuous 
monitoring processes can lead to reduction of risks 
effectively by meeting all of the requirement. Monitoring the 
efficiency of security controls continuously can be done 
using various methods such as security check, self-
assessment, configuration management and security 
assessment and testing 
b. Output 

 

Results of documented continuous monitoring 

 

Review of POA&M 

 

Security review, metrics, assessments, security analysis 
trend. 

 

Updating security documentation and decision on 
validation. 

c. Synchronization 
Continuous monitoring should be regulated so that the risk 

level may become lower significantly. Therefore, security 
controls are changed, increased or discontinued. 
d. Interdependence 

Continuous monitoring enables system owners to update 
reports of security assessment; they use a right tool for 
monitoring the products continuously which is based on the 
security plans of information systems. 

VII. RESULT AND CONCLUSION 

Activities stated in this paper were done to design, implement 
and execute software for management of a three-star HOTEL . 
Results achieved for implementing the software and using the 
tasks suggested in the paper are summarized below: 

 

Raising awareness of importance of security in software 
development, using a self-oriented process, based on well-
known security methods. 

 

It has been defined as a factor of the assessment and 
evaluation of vulnerability, threat, impact and security risk in 
each phase of software development based on security 
measures. 
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Showing the importance and necessary of the assessment 

necessary to security , based on vulnerability, threat, the 
impact on and security risk to information; 

 
Emphasize on importance of security tests, as a criterion 

for assessment and approval of security, is a permanent and 
continuous activity which depends on verification of security 
requirements. 

 
It states a need for formal definition of processes to 

ensure that the established security acceptable. 

In the end, we want to review what have been done in this 
paper. In first section, the reasons for the interest in the security 
were offered. What have been done in this regard and the 
limitations were stated in second section. In third section, we 
stated that considering available models and standards, security 
should be given more attention. In fourth section, we suggested 
a framework that we want to map PSSS into phases of software 
development with this framework. PSSS is specialized in 
development secure software. Section V and VI presented the 
tasks that should be performed within the proposed framework 
for 5phase software development. The results of action within 
this framework to produce the software for the management of 
3-star hotel are presented in section 10. 
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Abstract — Open Source Software development (OSSD) 

is unlike traditional software development in many 

aspects. Requirements elicitation is the most critical 

phase in software development as it is the basis for 

developing software. The requirements elicitation phase 

in OSSD is different from traditional software 

development process and somehow a difficult process as 

the developer is the only person that has to elicit the 

requirements and then make the software open for 

review from the user community. The users can add or 

modify the product according to their own needs and 

requirements. The focus of this paper is on the 

requirements elicitation phase and elicitation 

techniques for open source software development. In 

this paper, requirements elicitation phase model for 

OSSD is proposed as well as best suited requirements 

elicitation techniques for OSSD are discussed and a 

framework for choosing and comparing these 

techniques is developed and the selected techniques for 

OSS are analyzed in the context of the criteria 

mentioned in the framework. A formula is proposed 

using the framework and the proposed model for the 

requirements elicitation process and selection of 

techniques for OSSD.  

Keywords — framework, OSSD, requirements 

elicitation process model, requirements elicitation 

techniques, traditional software development 

I. INTRODUCTION 

Open source software development refers to a 

program or software in which programmers develop 

software and make it available to public for studying, 

modifying or changing the code under an open source 

software license agreement. In this way the code is 

being improved by the public and becomes more 

error free as well as quality of software also gets 

better, then these changes are again shared with the 

public [1]. Open source software can be developed 

when there is a need for that software but its 

requirements are not clear or there is a room for 

software improvement, so the developer develops 

software with some limited functionality and makes it 

public for the community to use it and modify the 

code to improve software or add functionality to it. 

For developing a software product the first step 

should be planning about what is to be developed and 

how it is to be developed. The next and most critical 

step in software development is requirements 

elicitation. Requirements elicitation is done to gather 

the requirements by interacting with the customers or 

system users for developing a project. It is the most 

vital phase of software development. Requirements 

elicitation provides a developer with complete and 

consistent set of requirements through which he/she 

can develop the project. Many methods have been 

proposed for requirements elicitation but still there is 

a need to develop a more comprehensive and stable 

method to develop a quality product. For OSS 

development requirements elicitation phase is carried 

out by the developers themselves because the users of 

the product to be developed are not known at that 

time. Even if OSS is developed for some projected 

community, it is complex to gather requirements 

from the whole community. For OSS, requirements 

continue to evolve as community members discuss 

and then reveal what they exactly want [2]. There is a 

need to understand how to select a technique for 

gathering requirements for open source software 

projects. This paper discusses the criteria for 

selecting an elicitation technique for OSSD by 

defining a criteria framework and analyzes each 

technique in the light of these criteria to judge which 
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technique is most appropriate for OSSD. This paper 

also presents a rule for elicitation technique selection 

using the criteria discussed in framework and the 

proposed model for requirements elicitation process 

for OSSD to provide the OSS developers a better 

understanding of each technique as well as to help 

them choose an appropriate technique for their 

project.  

The organization of the paper is as follows: literature 

review is presented in Section II of the paper, section 

III describes a brief introduction of OSS and OSSD, 

section IV describes the difference between classical 

and OSS requirement engineering process, section V 

describes the proposed framework for the selection of 

elicitation techniques. Section VI presents selection 

of elicitation techniques for OSSD. Section VII 

explains the framework and proposed model in detail. 

Conclusion and Future work are provided in section 

VIII of the paper. 

II. LITERATURE REVIEW 

OSS development has proved itself to be an effective 

and flourishing development but the problem with 

this development is that there is no proper lifecycle 

model for building OSS products. The most 

important phase of OSSD is to gather requirements as 

the users of the OSS product are not known at the 

development time. The developer has to elicit the 

requirements by keeping in mind the users of the 

product. A lot of work has been done in OSS 

development field to study the requirements 

elicitation process. In [2] the author has studied 

different OSSD communities and has described that 

developing requirements for OSS is a community 

building process that must be done by keeping the 

users of a particular community in mind. The 

requirements for OSSD continue to evolve and the 

author has provided a framework that depicts how 

OSS and their relevant communities are interlinked 

with each other. One of the success factors of OSS 

products is that the developers of the product are the 

users of the product so they elicit the requirements 

according to their own needs and based on their deep 

understanding [10]. In [9] the authors have discussed 

that there is no proper documentation for OSS 

products instead the requirements are discussed over 

the Internet through emails or blogs. The 

requirements for OSSD are not elicited at the 

beginning of the project rather they are clarified as 

the development proceeds. A single developer thinks 

of an idea and starts the project based on his own 

experience [11]. In [3] the authors have presented 

several requirements elicitation techniques which can 

be helpful in OSSD which are: Discussion, 

introspection, questionnaire interview, protocol 

analysis, discourse analysis, open ended interviews. 

III. WHAT IS OSSD & OSS? 

OSSD stands for Open Source Software 

Development. It refers to such type of development 

in which the developers identifies a problem and tries 

to develop a product by eliciting requirements 

themselves and then developing the product. The 

product along with the source code is freely available 

for use by the public and they can modify the code, 

add functionality and use it or redistribute it 

according to some defined policies. Apache case 

study [8] has differentiated between OSS and 

commercial products. Differences are described 

below: 

• OSS products are developed by volunteers 

not by professional developers. 

• In OSSD tasks are not assigned to particular 

persons instead volunteers carry out the 

development. 

• OSS does not have any design phase. 

• In OSSD, there is no planning, time or cost 

scheduling nor any deliverables. 

 

 

 

 

 

 

 

 

 

 

Figure 1: Life cycle model for OSS development 

(source: Wikipedia) 
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Open Source Initiative (OSI) has identified several 

terms and standards that the open source software 

must fulfill [1]. These terms and standards are 

discussed below  

1. Redistribution 

OSS is freely available to everyone and it does not 

limit any one from redistributing it without any cost.  

2. Free Source Code  

The OSS program must contain the source code. If 

due to any reason the source code is not provided 

along with OSS, then it should be possible to get it 

from some authorized source. 

3. Derived Work 

The OSS source code should be freely available to 

everyone for variations in code as well as to add any 

required functionality. The product will be then 

available to the public under the same license 

agreement. 

4. No discrimination against users 

OSS must not discriminate among people. It is freely 

available to everyone and anyone can modify it and 

redistribute it according to the policies. 

5. No discrimination against a specific field 

OSS can be used in any field of study and there is no 

restriction of its use in commerce, business, and 

research or any other field.  

6. Distribution of License 

OSS license is distributed among its users so that 

they can make changes to the code, add functionality 

and then redistribute the code. Every person that 

contributes code to the OSS does it according to the 

policies described in the license. 

IV. CLASSICAL VS. OSS REQUIREMENT 

ENGINEERING PROCESS 

Requirements elicitation is defined as the process of 

gathering the requirements from the stakeholders or 

end users of the product. Fox C. defines the process 

of requirements elicitation as “the activity of 

determining stakeholder’s needs and desires for a 

product” [13]. Open source software development 

(OSSD) process is unlike traditional software 

engineering development process. OSSD is carried 

out by some volunteers who find the need to develop 

some software and then make it public for the users 

to review and modify it. Whereas the traditional 

software development process is carried out by some 

professional developers and it is developed for some 

particular customers [12]. Therefore the requirements 

phase of OSSD and traditional software development 

also differs to some extent. Requirements phase is the 

most fundamental and complicated phase in software 

development, as stating what is needed becomes 

complex for the clients. Classical requirements 

engineering process includes Eliciting requirements, 

Modeling or specifying requirements, Analyzing 

requirements, Validating requirements, 

Communicating requirements [2]. For open source 

software development, requirements phase can be 

divided into sub phases which include requirements 

elicitation or more specifically it can be called as 

requirements assertion from the open source 

community using different techniques available, 

analyzing those requirements to remove duplicates, 

ambiguity and inconsistencies. After analyzing, 

requirements are again altered to maintain 

consistency among them and to include or exclude 

requirements; these requirements are then finalized. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2: Proposed Requirements Elicitation Phase in 

OSSD 

Requirements elicitation phase in OSS development 

requires identifying the stakeholders of the product, 

their goals and expectations. For this purpose 

technique like introspection, questionnaires, 

discussions, open ended interviews are most suitable 

as they can be easily implemented but all these 

techniques have their own merits and demerits. 
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Open Source Software Development generally does 

not involve classical software requirement 

engineering process. Basic difference between the 

two approaches is that Classical Requirement 

Engineering process involves “Requirement 

Elicitation” whereas Open Source Software 

Development requirement engineering process 

involves “assertion of open software requirements” 

[2]  

 

 

 

 

 

 

 

 

 

 

 

Figure 3: Proposed Model for Requirements 

Elicitation Process in OSSD 

A.  REQUIREMENTS ELICITATION MODEL 

FOR OSSD 

This proposed model for requirements elicitation 

process of open source software development 

represents that the development process is mostly 

done by the developer of the product along with the 

review carried out by the users and their comments 

about the product. The developer may think of an 

idea to implement or identifies a problem. The 

problem is defined and requirements for that problem 

are elicited through the developer’s experience and 

knowledge of the domain. To elicit the requirements 

further, the developer can apply the criteria defined in 

the framework below to select an elicitation 

technique. These requirements are passed on to the 

user community for review of the techniques so that 

they can also suggest new requirements or modify 

already elicited requirements in a better way. 

The model can be understood by this formula for 

eliciting requirements: 

If we have a problem say Pi, then it may be divided 

into further sub problem denoted by P1, P2, P3… Pn.  

         

            
n
 

Pi = ∑ (P) 

        i=1 

Requirements assertion (RA) can be performed by 

the developer through his knowledge about the 

problem domain as well as the expertise of the 

developer in that particular domain. 

RA = Knowledge        Problem Domain       Expertise 

For eliciting the requirements to solve the identified 

problem these asserted requirements will also be 

analyzed to make them consistent and complete. The 

developer will study the elicitation techniques and 

will select a technique according to the criteria (C) 

defined in the framework and by evaluating the 

techniques according to some factors denoted by Ev 

in the formula such as effectiveness of the technique 

for eliciting requirements for the problem, resources 

required and end user involvement to select the best 

suited technique that consumes less resources and a 

small amount of end user involvement. 

Et = ((Ci=1…n (T1, T2…Tn) ∩ Ev(T1, T2…Tn), P) 

Or more specifically       

Et = (C(Ti) ∩ Ev(Ti), P)  

Where {Et ϵ T | Et is applicable to some specific 

problem} 

The elicitation technique(s) denoted by Et we get 

through the intersection of criteria applied to 

techniques and evaluating techniques according to 

the problem will be the set of the elicitation 

technique(s) suited for that specific problem. 

Ri = Et (Pi) ∪ RA    where Ri = {R1, R2 ….Rn} 

Set of requirements (Ri) can be gathered by applying 

the selected elicitation technique to the identified 

problem. The union of elicitation technique applied 

to the problem to elicit requirement and requirements 

asserted by the developer on the basis of 

acquaintance with the problem domain will be the 
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final set of requirements. These set of requirements 

can be provided to user for review and suggestions. 

V. FRAMEWORK FOR SELECTION OF 

ELICITATION TECHNIQUES IN OSS 

A framework has been proposed in this paper based 

on the criteria mentioned in table 1 for the selection 

of requirements elicitation techniques and evaluation 

of each technique according to the criteria for open 

source software development. The notations used to 

express the techniques according to the criteria 

indicate following: 

Notations Meanings 

+   Less Probable 

++ Probable 

+++ Highly Probable 

- Improbable  

TABLE 1: Criteria Framework for selection of    

Elicitation Techniques for OSS 

 

The framework is explained in detail with the help of 

an example in section VII. 

VI. ELICITATION TECHNIQUES IN OPEN 

SOURCE SOFTWARE DEVELOPMENT 

Requirements for OSS may come from various ways 

discussed below as described by Bart Massey [4] 

• Directly the developers 

• Users of open-source software 

• The implementation of explicit 

standards 

• The emulation of implicit standards 

• The need to build learning prototypes 

J. Goguen and C. Linde have discussed numerous 

types of requirements elicitation techniques [3]. 

Some of them that have been selected for OSSD are 

mentioned below: 

• Questionnaires 

• Discussion 

• Open ended interviews 

• Introspection 

These techniques have been selected because they 

can be easily used for OSS development to elicit the 

requirements. 

A. ANALYSIS OF REQUIREMENTS 

ELICITATION TECHNIQUES IN OSSD 

The above mentioned requirements elicitation 

techniques have been analyzed for OSS development 

in this section through the criteria described in the 

proposed framework. 

1. Questionnaires 

Questionnaire survey is the most suitable technique 

for gathering requirements for open source software 

because the developers can interview the community 

members and can ask what they need besides the 

users can also add what they exactly want. The 

advantage of using this technique is that the 

questionnaires can be made available to the users 

through internet or other sources. Along with the 

advantages, the disadvantage of this technique is that 

the developer may not get the right choices of users 

[3]. These types of interviews can be of two type 

open ended or close ended. Open ended 

questionnaires allows the user to explain their 

requirements about the software where as in close 

ended questionnaires, the user has only the choice of 

selecting what the developer has thought of. 
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Questionnaire elicitation technique has been analyzed 

according to the proposed framework below: 

• Adaptable: This elicitation method can 

work best to generate requirements in 

multiple environments but introspection and 

discussion has a little edge over this method. 

In OSS development requirements can be 

generated through questionnaire till a certain 

stage. 

• Usable: This technique can be used to 

achieve effectiveness, efficiency and 

satisfaction. Efficiency refers to the 

resources required to achieve the 

requirement elicitation goals. Effectiveness 

refers to level of accuracy and completeness. 

Satisfaction refers to the user’s acceptability 

of the product. This elicitation method helps 

to achieve high effectiveness and greater 

satisfaction with fewer resources for and 

during OSS development. 

• Implementable: This method is not overly 

complex and can be executed very easily by 

the developers of the product. The 

developers can distribute the questionnaires 

over the internet to get quick response. 

• Understandable: As the requirements 

gathered using questionnaires elicitation 

method are described by the intended users 

of the system so they are not complicated 

and are simple to understand.  

• Ease of Communication: Ease of 

communication in requirement elicitation 

refers to how easily requirements are 

indicated.  So the requirements are very 

easily specified using questionnaires during 

OSS development.  

• Reflects Stakeholders Goal: It means 

acceptance of the product’s requirements by 

stakeholder. Stakeholders are likely to agree 

to the requirements. There is less probability 

of reflection of stakeholder’s goal using this 

elicitation method for OSS development. 

• Remote Administration: Remote 

Administration is difficult to achieve during 

OSS development through Questionnaire.  

• Time Constraints: During OSS 

development questionnaire is a time 

consuming process for eliciting 

requirements because it takes a lot of time to 

gather data and then formulate the data for 

obtaining useful results. 

• Cost Free: For OSS Development 

Questionnaire is not a cost free procedure 

for requirements elicitation as developing 

the questionnaire and distributing it by any 

means and then gathering the information 

depicted in the questionnaires requires 

resources. 

2. Discussion 

Another extensively used technique by the open 

source developers is discussion with the users. This 

technique focuses on community discussions and 

deciding what the community wants and developers 

present their opinion about what is possible or in 

what way it could happen [1]. Through discussions, 

users and developers interact with each other and try 

to solve the problem that has been raised.  

Discussions can be among group or with individuals 

through internet, mail post, telephone or any other 

source. The advantage of discussions in OSSD is that 

the both the developers and the users interact with 

each other to get an idea what is to be developed. The 

drawback of this technique is that there may arise 

conflicts among community members. Discussion 

technique for eliciting OSSD requirements has been 

analyzed according to the criteria below: 

• Adaptable: This method can be used to 

generate requirements in multiple 

environments. This elicitation methods 

works well in the products initial planning 

stages till the products final stage. 

• Usable: This technique can be used to 

achieve effectiveness, efficiency and 

satisfaction. But this technique is not as best 

as introspection and questionnaire but it is 

good at its place. Efficiency refers to the 

resources required to achieve the 

requirement elicitation goals. Effectiveness 

refers to level of accuracy and completeness. 

Satisfaction refers to the user’s acceptability 

of the product. This elicitation method helps 

to achieve high effectiveness and greater 

satisfaction with fewer resources for and 

during OSS development. 

• Ease of Communication: Ease of 

communication in requirement elicitation 

refers to how easily requirements are 

indicated.  So the requirements are very 

easily indicated using discussion during 

OSS development. 

• Implementable: This method is not overly 

complex and can be executed easily. 

• Understandable: It is very easy to 

understand the requirements gathered using 

discussion elicitation method. 
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• Reflects Stakeholders Goal: It means 

acceptance by stakeholder. Stakeholders are 

likely to agree to the requirements. There is 

a likely probability of reflection of 

stakeholder’s goal using this elicitation 

method for OSS development. 

• Remote Administration: During OSS 

development remote administration can be 

best achieved with discussion. Through 

discussion from products initial planning 

stage to final product stage remote 

administration can be easily done and can 

monitor the requirements of the software 

very well.  

• Time Constraints: Discussion is also a time 

consuming process because several things 

have to be kept in mind while doing 

discussion and several arrangements have to 

be made for this purpose. Moreover, 

discussion is done at each stage of software 

development so at each stage knowledge of 

previous stage should be known or clear to 

the person.  

• Cost Free: For OSS Development 

discussion is not a cost free procedure for 

requirements elicitation because the 

developers or stakeholders may not be in the 

same location. 

3. Open Ended Interviews 

Interviews are the most prior form of gathering 

requirements in which the developers ask the users 

about their needs [6].These types of interview 

provide a great ease to software developers for OSS 

as the developers can use this elicitation technique to 

publish open ended interviews on internet and can get 

the response of the user community as well as new 

ideas can be generated to improve the requirements 

already written. Open ended interviews provide the 

public a chance to express their needs instead of only 

sticking to the developers ideas [1]. Open ended 

interviewing technique has been analyzed for OSSD 

below: 

• Adaptable: In OSS development this 

method cannot be used to generate 

requirements in multiple environments. This 

elicitation methods works well in the 

products initial planning stages.  

• Usable: This technique can be used to 

achieve effectiveness, efficiency and 

satisfaction. But this technique is not as best 

as introspection and questionnaire but it is 

good at its place. Efficiency refers to the 

resources required to achieve the 

requirement elicitation goals. Effectiveness 

refers to level of accuracy and completeness. 

Satisfaction refers to the user’s acceptability 

of the product. This elicitation method helps 

to achieve high effectiveness and greater 

satisfaction with fewer resources for and 

during OSS development. 

• Ease of Communication: Ease of 

communication in requirement elicitation 

refers to how easily requirements are 

indicated.  So the requirements are very 

easily indicated using open-ended interviews 

during OSS development. 

• Implementable: This method is not overly 

complex but can be executed with effort. 

• Understandable: It is very easy to 

understand the requirements gathered using 

open-ended interviews elicitation method. 

• Reflects Stakeholders Goal: It means 

acceptance by stakeholder. Stakeholders are 

likely to agree to the requirements. There is 

a likely probability of reflection of 

stakeholder’s goal using this elicitation 

method for OSS development. 

• Remote Administration: Remote 

Administration is difficult to achieve during 

OSS development through open-ended 

interviews due to time constraints that is 

when the developer is available the 

stakeholder may be unavailable, different 

locations of the interviewer and interviewee. 

• Time Constraints: Open-Ended Interviews 

is also a time consuming process because it 

takes a lot of time to make the idea clear to 

the user and gather the useful requirements 

from the user. 

• Cost Free: For OSS Development Open-

Ended Interviews is not a cost free 

procedure for requirements elicitation. 

4. Introspection 

Introspection means deriving requirements through 

thoughts and imaginations. It is an important 

elicitation technique because it serves as an initiator 

for other techniques [7]. This technique is also very 

useful in OSSD because the developer is the only 

person who derives requirements for the OSS that is 

to be developed as well as this technique is cost free. 

But the problem with this technique is that the 

developer may not have same understanding of the 

requirements as those of users [1]. Introspection for 
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eliciting requirements of OSSD has been analyzed 

according to the framework below: 

• Adaptable:  In OSS development this 

elicitation method works best to generate 

requirements in multiple environments i.e. it 

works well when the product is in its 

completion stage as well as when it is in the 

planning stage. 

• Usable: This technique can be best to 

achieve effectiveness, efficiency and 

satisfaction. Efficiency refers to the 

resources required to achieve the 

requirement elicitation goals. Effectiveness 

refers to level of accuracy and completeness. 

Satisfaction refers to the user’s acceptability 

of the product. This elicitation method helps 

to achieve high effectiveness and greater 

satisfaction with fewer resources for and 

during OSS development 

• Ease of Communication: Ease of 

communication in requirement elicitation 

refers to how easily requirements are 

indicated. So the requirements are not easily 

indicated using introspection during OSS 

development. As introspection is done by 

developer so not all the requirements are 

indicated by the developer. They may differ 

from user to developer. 

• Implementable: This method is not overly 

complex and can be executed very easily by 

the developers. 

• Understandable: This elicitation method is 

easy to understand but require a little effort 

in understanding the requirements of the 

system if the developer is not much familiar 

with the problem domain. 

• Reflects Stakeholders Goal: Stakeholders 

are likely to agree to the requirements 

proposed by the developer through 

introspection but there is less probability of 

reflection of stakeholder’s goal using this 

elicitation method for OSS development as 

these requirements are elicited 

independently by the developer. 

• Remote Administration: During OSS 

development remote administration can be 

best achieved through introspection. As all 

the requirements are elicited by the 

developer so he can do the remote 

administration very well because he knows 

what the requirements of the system are. 

• Time Constraints: Introspection is not a 

time consuming process for eliciting 

requirements during OSS development 

because this involves imagination by the 

developer. 

• Cost Free: For OSS Development 

Introspection is a cost free procedure for 

requirements elicitation as the developers 

are the ones who elicit requirements using 

their own understanding and acquaintance 

about the problem domain through 

imagination or thoughts. 

 

TABLE 2: Comparison of requirements elicitation 

techniques for OSSD 

 

VII. APPLYING PROPOSED 

METHODOLOGY TO ELICIT 

REQUIREMENTS 

Mozilla Firefox is an example of open source web 

browser that is developed for operating systems like 

Microsoft Windows, Mac OS X and Linux. It is the 

most secure web browsers available these days [5]. 

To understand the proposed model, formula and the 

framework, this section presents a case study of a 

proposed new add-on for Mozilla Firefox named as a 

multi-messenger button. The purpose of this add-on 

is to provide the web browser users to login to their 

messengers by using this simple button and without 

installing several different messengers which 

occupies a lot of storage space. To elicit its 

requirements, techniques have to be selected by using 

the criteria framework.  
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To elicit the requirements the proposed formula for 

gathering requirements will be used. 

Et = (C (Ti) ∩ Ev(Ti), P)    {Et ϵ T | Et is applicable 

to some specific problem} 

The problem (P) identified by the developer is that 

the users have to minimize their web browsers to 

communicate using the messengers as well as 

installing different messengers consume a lot of 

storage space.  

RA = Knowledge       Problem Domain        Expertise  

Criteria has been applied onto the elicitation 

techniques for selection of appropriate technique(s) 

and techniques selected after comparison are 

discussion and introspection that are most suited for 

this case study. Other techniques have their own 

merits and demerits and may be suitable for some 

other OSS project. The comparison of elicitation 

techniques according to the criteria framework for 

this product is as follows: 

TABLE 3: Criteria Framework applied on techniques 

for proposed product 

According to the table above, it can be noted that 

introspection and discussion are the most appropriate 

techniques for the development of this product. 

Introspection and discussion both fulfills most of the 

criteria for eliciting requirements as both these 

techniques are adaptable, usable and there are only 

developers who have thought to implement this idea 

so ease of communication is also fulfilled. 

Understandability is a measure of how easily the 

technique can be understood by the developer so as 

introspection is based on thoughts and imaginations 

of the developer so it also fulfills this criterion 

whereas discussion among developers (if there is 

more than one person developing the product) is also 

easy to understand. Both these techniques are 

implementable, reflects developers thoughts so 

fulfills accuracy criteria as well as stakeholder’s 

goals. These techniques can be administered remotely 

and for introspection there are no timing constraints. 

For discussion timing constraints can occur in such a 

way that a developer may not be available for 

discussion. Both these techniques are cost free if the 

developers are in the same geographic location but 

discussion may be costly if the developers are 

dispersed on more than one location. 

The techniques have then been evaluated according 

to the product being developed as this is a small scale 

project so selection of an elicitation technique which 

requires minimum resources and end user 

involvement should be selected. 

TABLE 4: Evaluation of techniques according to 

proposed product 

By applying the criteria onto techniques and then 

evaluating them according to the proposed product, 

two techniques introspection and discussion are 

selected as the most appropriate ones for this type of 

product. Hence Et = (Introspection, Discussion) 

When Et is applied on to the problem to elicit 

requirements following requirements have been 

gathered. 

Ri = Et (Pi) ∪ RA    where Ri = {R1, R2 ….Rn} 

Some of the requirements asserted through 

introspection based on developer’s knowledge and 
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experience for multi-messenger button add-on for 

Mozilla Firefox are shown in Table 5: 

TABLE 5: Requirements Asserted (RA) through 

Introspection 

S. No. Requirements 

R1 
All messengers must appear in a single 

window interface. 

R2 
The window interface must be tabbed for 

each messenger. 

R3 
User must be able to create a new login id 

for any messenger. 

R4 Messenger must authenticate each user. 

R5 
All messenger settings must be separated 

from each other. 

R6 
There should be no intermixing of 

contacts. 

R7 
Messenger must have a simple and user 

friendly interface. 

Requirements gathered through discussions are 

shown in Table 6. 

TABLE 6: Requirements gathered through 

Discussion 

S. No. Requirements 

R1 
There must be an option to logout from all 

messengers using a single click. 

R2 
The user should be able to create a single 

login ID to access all accounts. 

R3 
The window for messenger must remain 

open while working on browser. 

R4 
The user must be notified when an IM is 

received even if the browser is minimized. 

R5 
The user must be able to change the 

settings. 

The union of both these requirements is the set of 

final requirements that have been elicited for the 

proposed add-on for Mozilla Firefox. OSS provides 

its users with the ease to update or modify the 

software after development. If end users are not 

satisfied with the developed product the source code 

for the software is freely available to them so that 

they can continue adding requirements and modify 

the product according to their own needs and 

expectations. 

VIII. CONCLUSION & FUTURE WORK 

Requirements elicitation is the most vital and 

complicated phase of the software development. For 

OSSD the most part of this phase is done by the 

developer with a little involvement from the user 

community. In this paper, we have discussed 

requirements elicitation process for open source 

software development. We have proposed a model 

for the requirements elicitation process and proposed 

a formula for eliciting the requirements of open 

source software development. Some of the 

requirements elicitation techniques suited for OSSD 

have been selected. Also a criteria framework for the 

comparison of techniques according to the OSSD has 

been developed which focuses on the selection of 

elicitation techniques for open source software 

development. This framework has been explained in 

detail with the help of a proposed OSS product and 

requirements are elicited. We have also compared 

these techniques and discussed their merits and 

demerits.  

In this paper, we have covered some of the elicitation 

techniques for open source software development. In 

future, other techniques will be evaluated and 

analyzed according to the proposed framework and 

requirements elicitation model. Although there are 

many techniques for requirements elicitation of OSS 

development but each of the technique has its own 

merits and demerits and if one technique is good for 

one project it may not be for the other. 
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Abstract — Internet crimes are now increasing. In a row with 

many crimes using information technology,  in particular  those  

using  Internet, some crimes are often carried out in the form of 

attacks that occur within a particular agency or institution. To be 

able to find and identify the types of attacks, requires a long 

process that requires time, human resources and utilization of 

information technology to solve these problems. The process of 

identifying attacks that happened also needs the support of both 

hardware and software as well. The attack happened in the 

Internet network can generally be stored in a log file that has a 

specific data format. Clustering technique is one of methods that 

can be used to  facilitate the identification process. Having 

grouped the data log file using K-means clustering technique, 

then the data is grouped into three categories of attack, and will 

be continued with the forensic process that can later be known to 

the source and target of attacks that exist in the network. It is 

concluded that the framework proposed can help the investigator 

in the trial process. 

Keywords :  analysis, network, forensic, clustering, attack  

I.  INTRODUCTION   

 Together with the rapidity of internet network 

development, there are countless individual and business 

transactions conducted electronically. Communities use the 

Internet for many purposes including communication, email, 

transfer and sharing file, search for information as well as 

online gaming. Internet network offers users to access 

information that is made up of various organizations. Internet 

development can be developed to perform digital crimes 

through communication channels that can not be predicted in 

advance. However, development of the Internet also provides 

many sources of digital crime scene. Internet crime is now 

increasing [1], for example, employees accessing websites that 

promote pornography or illegal activities that pose a problem 

for some organizations. Pornography has become a huge 

business and caused many problems for many organizations. 

Not only easily available on the Internet but perpetrators also 

frequently spreading pornography using the advances of 

Internet technology to attack computer with unsolicited email 

and pop up ads that are not desirable. Some form of 

pornography is not only illegal but also bring a big problem 

for digital investigators. However posting child pornography 

on the Internet can help lead investigators to the victim. As 

well as threatening letters, fraud, intellectual property theft is a 

crime that leaves a digital footprint [2]. 

 Cyber crime, a crime using information technology 

as instrument or target, have led to the birth of network 

forensic in response to the rise of the case. Improving the 

quality of tools and techniques for network forensic analysis is 

needed to deal with cyber criminals that are more and more 

sophisticated. Digital forensics, in essence, answer the 

question: when, what, who, where, how and why related to 

digital crime [3]. In conducting an investigation into the 

computer system as an example: when referring to the activity 

observed to occur, what activities related to what is done, who 

related to the person in charge, where related to where the 

evidence is found, how related to activities conducted and 

why, the activities related to why the crime was committed. 

Legal regulation of criminal act in the field of information 

technology is arranged in Law No 11 of 2008 that contains 

about information and electronic technologies (ITE) contained 

the provisions of the criminal act elements or the acts that are 

prohibited in the field of ITE, such as in Article 27, 28, 29, 30, 

31, 32, 33, 34, 35 and Article 36. Currently, Indonesian 

government and House of Representatives are processing  on 

the Information Technology Crime Bill that is included in 247 

list of  Prolegnas Bill, 2010-2014 [4]. 

 Consequence with many crimes using information 

technology particularly using the Internet, some crimes are 

often carried out in the form of attacks that occur within a 

particular agency or institution. To find and identify the types 

of attacks, requires a long process that requires time, human 

resources and utilization of information technology to solve 

these problems. The process of identifying attacks that 

happened also needs the support of both hardware and software 

as well. The attack happened in the Internet network can 

generally be stored in a log file that has a specific data format. 

To simplify the process of analyzing the log, the use of 

scientific methods to help a diverse group of raw data is 

needed. Clustering technique is one of methods that can be 

used to help facilitate the identification process. 
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II. CURRENT STUDIES ON NETWORK 

FORENSICS 

A. Forensics in Computer Security 

 The rapidity of information technology 

development especially in the field of computer network has 

brought a positive impact that make human activity becomes 

easier, faster and cheaper. However, behind all the 

conveniences it was the development of such infrastructure 

services have a negative impact emerging in cyberspace, 

among others: the theft of data on the site, information theft, 

financial fraud to the Internet, carding, hacking, cracking, 

phishing, viruses, cybersquating and cyberporn. Some crimes, 

especially that are using of information technology services 

spesifically the Internet network can be used to perform some 

illegal activities that harm others, such as: cyber gambling, 

cyber terrorism, cyber fraud, cyber porn, cyber smuggling, 

cyber narcotism, cyber attacks on critical infrastructure, cyber 

blackmail, cyber threatening, cyber aspersion, phishing. 

 The number of computer crime cases and computer 

related crime that is handled by Central Forensic Laboratory 

of Police Headquarters at around 50 cases, the total number of 

electronic evidence in about 150 units over a period of time as 

it can be shown in Table 1. [5]. 

 

Table 1. The number of computer crimes and computer related 

crime cases 

year number of cases 

2006 3  cases 

2007 3  cases 

2008 7  cases 

2009 15 cases 

2010 (May) 27 cases 

 

 The forensic process began has been introduced 

since  long time. Several studies related to the forensic process 

include [5]: 

a) Francis Galton (1822-1911); conducted the research on 

fingerprints 

b) Leone Lattes (1887-1954); conducted the research on 

blood groups (A, B, AB & O) 

c) Calvin Goddard (1891-1955); conducted the research on 

guns and bullets (Ballistic) 

d) Albert Osborn (1858-1946); conducted the research on 

document examination 

e) Hans Gross (1847-1915); conducted scientific research on 

the application of the criminal investigation 

f) FBI (1932); conducted the research using Forensic Lab 
 

 The forensic process requires a few tools that can 

help perform forensic processes, Some computer forensic 

software are shown in Table 2. 
 
 
 
 

 
 
 
 
 
 

 

Table 2.  Forensic Computer Tools 
 

No 

 

 Software Information 

1 E-Detective http://www.edecision4u.com/ 

2 Burst http://www.burstmedia.com/release/ 

advertisers/geo_faq.htm 

3 Chkrootkit http://www.chkrootkit.org 

4 Cryptcat http://farm9.org/Cryptcat/ 

5 Enterasys 

Dragon 

http://www.enterasys.com/products/ 

advanced-security-apps/index.aspx 

6 MaxMind http://www.maxmind.com 

7 netcat http://netcat.sourceforge.net/  

8 NetDetector http://www.niksun.com/product.php?id=4 

9 NetIntercept http://www.sandstorm.net/products/ 

netintercept 

10 NetVCR http://www.niksun.com/product.php?id=3 

11 NIKSUN  

Function 

Appliance 

http://www.niksun.com/product.php?id=11 

12 NetOmni http://www.niksun.com/product.php?id=1 

13 Network 

Miner 

http://sourceforge.net/projects/ 

networkminer/ 

14 rkhunter http://rkhunter.sourceforge.net/ 

15 Ngrep http://ngrep.sourceforge.net/ 

16 nslookup http://en.wikipedia.org/wiki/Nslookup 

17 Sguil http://sguil.sourceforge.net/ 

18 Snort http://www.snort.org/ 

19 ssldump http://ssldump.sourceforge.net/ 

20 tcpdump http://www.tcpdump.org 

21 tcpxtract http://tcpxtract.sourceforge.net/ 

22 tcpflow http://www.circlemud.org/~jelson/software/

tcpflow/ 

23 truewitness http://www.nature-soft.com/forensic.html 

24 OmniPeek http://www.wildpackets.com/solutions/ 

network_forensics 

25 Whois http://www.arin.net/registration/agreements

/bulkwhois 

26 Wireshark  http://www.wireshark.org/ 

27 Kismet http://www.kismetwireless.net/ 

28 Xplico http://www.xplico.org/ 

 
 CERT defines the forensic as the process of 
collecting, analyzing, and presenting evidence scientifically in 
court. Computer forensics is a science to analyze and present 
data that have been processed electronically and stored in 
computer media [1]. Digital forensics is the use of scientific 
methods of preservation, collection, validation, identification, 
analysis, interpretation, documentation and presentation of 
digital evidence derived from digital sources or proceeding to 
facilitate the reconstruction of the crime scene [6]. 
 Indonesia has a state law that can be used to help 
confirm that crime committed using information technology 
services may be subject to Article 5 of Law no. 11/2008 on 
Information and Electronic Transactions (UU ITE) states that 
electronic information and or electronic documents and  or 
prints with a valid legal evidence can be used as guidelines for 
processing the crime to the courts, the mechanism of digital 
evidence uses  as adapted to the rules of evidence contained in 
the investigation. 
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 A few incidents of crimes that often occur in the 

computer [2]. Digital evidence is defined as the evidentiary 

value of information stored or transmitted in digital form [7].                      

A potential source of digital evidence has been growing in the 

field of mobile equipment [8], Gaming console [9], and digital 

media devices [10]. Other unique properties of digital evidence 

is that it can be duplicated. As a result, the evidence must be 

stored properly at the time of the analysis performed on the 

copy or copies to ensure that the original evidence was 

accepted in court [11]. 

B. Internet  Forensics 

 American law enforcement agencies began working 

together in addressing the growing of digital crime in late 

1980 and early 1990. Rapid growth of Internet technologies 

along with increasing volume and complexity of digital crime 

makes the need for network forensics Internet becomes more 

important. A state which is not expected to change the future 

given the number of incidents increased steadily. Figure 1. 

claimed an increasing number of incidents reported by  

CERT. [1]  
 

 
Figure 1. Report the number of incidents by the CERT    

 

C. Network Forencics 

 Network forensics is an attempt to prevent attacks 

on the system and to seek potential evidence after an attack or 

incident. These attacks include probing, DoS, user to root 

(U2R) and remote to local. 

 

 
Figure 2. Picture of network forensics process   

 Figure 2 provides an overview of a network 

forensics process that occurs within an organization [12]. 

Network forensics is the process of capturing, recording and 

analyzing network activity to find digital evidence of an 

assault or crimes committed against, or run using a computer 

network so that offenders can be prosecuted according to law 

[12]. Digital evidence can be identified from a recognizable 

pattern of attack, deviation from normal behavior or 

deviations from the network security policy that is applied to 

the network. Forensic Network has a variety of activities and 

techniques of analysis as an example: the analysis of existing 

processes on IDS [13], analysis of network traffic [14] and 

analysis of the network device itself [15], all of them are 

considered as the part of network forensics. 

 Digital evidence can be gathered from various 

sources depend on the needs and changes in the investigation. 

Digital evidence can be collected at the server level, proxy 

level or some other source. For example the server level 

digital evidence can be gathered from web server logs that 

store browsing behavior activities that are frequented. The log 

describes the user who access the website and what are they 

do. Several sources including the contents of network devices 

and traffic through both wired and wireless networks. For 

example, digital evidence can be gathered from the data 

extracted by the packet sniffer like: tcpdump to monitor traffic 

entering the network [16]. 

 

III. THEORETICAL BACKGROUND 

 

A. Network Abnormal Detection in Computer Security 

 Anomaly detection refers to the problem of finding 

patterns in data that are inconsistent with expected behavior. 

Patterns that do not fit often called as an abnormal condition 

that often occurs within a network. The detection of abnormal 

tissue can be found in several applications such as credit card 

fraud detection, insurance or health care, intruder detection for 

network security, fault detection is critical to the system as 

well as observations on the military to find enemy activity. 

Anomaly detection can translate the data in significant so way 

that it can present information that is useful in various 

application domains. For example, the presence of abnormal 

patterns that occur in network traffic that can be interpreted 

that the hacker sends sensitive data for unauthorized     

purposes [17]. 

 

B. The concept of Network Abnormal Detection 

 Anomaly patterns in the data that do not fit well 

with the notion of normal behavior. Figure 3 depicts anomalies 

in a simple 2-dimensional data that have been defined, which 

has two normal regions, N1 and N2, because the most frequent 

observation in a two-way areas [17]. Examples of points O1 

and O2, and O3 point in the region, are the anomalies. 
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Figure 3. a simple example of an anomaly in the data                    

2-dimensional.  

 

 Anomaly may be caused by many things, for 

example malicious activities, like credit card fraud, terrorist 

activities or making hang the system, but all reason have 

common characteristics that it is interesting to be analyzed. 

Above caused most of the abnormal is not easy to solve. Most 

of the abnormal detection techniques can solve these 

problems. Detection of abnormal has become a major topic in 

research, [18] among others provides a broad survey of the 

abnormal detection techniques are developed using machine 

learning and statistical domains. Review techniques for 

detection of abnormal numerical data by [19]. Review of 

detection techniques using neural networks and statistical 

approaches by [20] and [21].  

  

C. Clustering 

 Clustering is a process to make the grouping so that 

all members of each partition has a certain matrix equation 

based on [22]. A cluster is a set of objects that were merged 

into one based on equality or proximity. Clustering as a very 

important technique that can perform translational intuitive 

measure of equality into a quantitative measure. Here is an 

example of the clustering process as shown in Figure 4 [22]. 

  

 
Figure 4. Clustering based on proximity 

 

 Figure 4. is an example of the process of clustering 

the data using proximity as a parameter. The data that are near 

will be clustered each other as a member of the cluster. 

Clustering characteristics can be grouped into 4 types as 

described below : 

 

 

a) Partitioning clustering 

Partitioning clustering is also called exclusive clustering, 

where each data must belong to a particular cluster. 

Characteristics of this type also allow for any data that 

includes a specific cluster in a process step, the next step 

moving to another cluster. 

Example: K-Means, residual analysis. 

b) Hierarchical clustering 

In the hierarchical clustering, every data must belong to a 

particular cluster, and the data that belongs to a particular 

cluster at a stage of the process can not move to another 

cluster at a later stage. 

Example: Single Linkage, Centroid Linkage, Complete 

Linkage, Average Linkage. 

c) Overlapping clustering 

In overlapping clustering, each data allows belong to 

multiple clusters. The data has a value of membership 

(membership) in a cluster. 

Example: Fuzzy C-means clustering, Gaussian Mixture.  

d) Hybrid 

Hybrid characteristics is the cluster characteristics that 

combines the characteristics of the clustering 

characteristics of the partitioning, overlapping, and 

hierarchical 

 Grouping method is basically divided into two, 

namely the method of grouping hierarchy (Hirarchical 

Clustering Method) and the method of Non Hierarchy (Non 

Hirarchical Clustering Method). Hierarchical clustering 

method is used when no information on the number of groups 

to be selected. While the non-hierarchical clustering method 

aims to classify objects into k groups (k <n), where the value 

of k has been determined previously. One of the Non 

Hierarchical clustering procedure is to use K-Means method. 

This method is a method of grouping which aims to group 

objects so that the distance of each object to the center of the 

group within a group is the minimum [22]. 

 

D. K-Means Clustering 

 K-means is included in the partitioning clustering 

that also called exclusive clustering separates the data into k 

separate parts and each of the data should belong to a 

particular cluster and allows for any data that includes a 

specific cluster in a process step, the move to the next stage 

cluster other [22]. K-means is algorithm that is very famous 

because of its ease and ability to perform the grouping of the 

data and outliers of data very quickly. In the K-means any data 

should be included into a specific cluster, but allows for any 

data that includes a specific cluster in a process step, the next 

step moving  to another cluster. Figure 5 shows illustration of 

the process steps clustering using K-means algorithm [22] as 

follows : 
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Figure 5. Illustration of the process steps clustering using            

K-means algorithm. 
 

 K-Means algorithm on clustering can be done by 

following these steps [22]: 

a) Determine the number of clusters k to be formed. 

b) Generate k centroids (cluster center) beginning at random. 

c) Calculate the distance of each data to each centroid. 

d) Each data choose the nearest centroid. 

e) Determine new centroid position by calculating the 

average value of the data that choose the same centroid. 

f) Return to step 3 if the new centroid position is not same 

with the old centroid. 
 

 Here are the advantages of K-means algorithm in 

the clustering process [22]: 

a) K-means is very fast in the clustering process. 

b) K-means is very sensitive to the random generation of 

initial centroid. 

c) Allows a cluster has no members 

d) The results of clustering with K-means is not unique 

(always changing), sometimes good, sometimes bad 

e) K-means is very difficult to reach the global optimum 

 

 Moreover, K-means algorithm has a drawback that 

the clustering results are very dependent on the initialization 

initial centroids that are randomly generated, and therefore 

allows for any particular cluster of data that includes a process 

step, the next stage move to another cluster. In the net stage 

Figure 6 illustrates the weakness of K-means algorithm 

showed that in the previous stages there are three clusters with 

a cluster which do not have any member and on the next stage 

there is cluster formation that is just consist of two cluster and 

all of them have members [22], of course this is caused by the 

centroid that is operated at random.   
 

 

Figure 6. Illustration of K-means algorithm weakness. 

 

IV. CASE STUDY 
 

 Topology that used in this research aims to facilitate 

the investigation process is shown in Figure 7. 

 
 

Figure 7. The design of topology research 

 

 Framework Module NFAT (Network Forensic 

Analysis Tool) is developed using open source software that 

can run on any operating system platform, among others 

(Linux, Unix, FreeBSD, OpenBSD), this application was 

developed with shell scripting, combined with PHP and 

supported using the MySQL DBMS. 

Experiments and testing framework NFAT module is done at 

the Center for Computer Laboratory Ahmad Dahlan 

University, Yogyakarta, to obtain the appropriate data for the 

data traffic flowing in a computer network is large enough. 
 

 This research will be developed using a framework 

that is shown in Figure 8 

 
 

Figure 8. Model Framework to be developed 
 

 In Figure 8. First-stage of forensic process starting 

from the collection of evidence collected in connection with 

the initial written by the investigators as evidence profiles and 

the input to the database of evidence, evidence management 

system sought by finding the appropriate case-related data and 

time. In the analysis phase, the input data generated by the log 

file system, then the database will be stored in evidence. When 

the investigator and the investigator needs information, the 

information extracted from Module NFAT (Network Forensic 

Analysis Tools). At the investigation stage, the extracted 

information is considered as part of the investigation. 
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Although it is very fast final decision depends on the 

investigator. Investigator will determine whether the evidence 

has been produced to meet or not, if the evidence has not been 

met, it will be back again to extract data from evidence 

database. Otherwise if the evidence meets the test process will 

be done to verify that the data is original and suitable with the 

criteria of evidence that required by investigators. In the final 

stage of reporting, digital evidence will be presented in a 

particular format so that it can help the investigator in the trial 

process. 

 
Figure 9. Framework Module NFAT  

 

 NFAT module as shown in Figure 9 works using     

K-means clustering algorithm which can perform the detection 

of attacks based on grouping the data into three groups of 

attacks, namely [22]: 

a) dangerous attack, 

b) rather dangerous attack, 

c) not dangerous attack. 
 

 Based on the data stored in the database log file 

system, then the clustering process will be done in stages as 

follows [22]: 

a) Specified value of k as the number of clusters to be 

formed. 

b) Generate k centroids (cluster center) beginning at random. 

c) Calculate the distance of each data to each centroid. 

d) Each data choose the nearest centroid. 

e) Determine new centroid position by calculating the 

average value of the data that choose the same centroid. 

f) Return to step c if the new centroid position is not same 

with the old centroid. 
 

 The results of the data cluster for an attack is highly 

dependent on the generation of its centroid because it is done 

at random, this resulted in the detection of an attack on the 

data is always changing. Once the data clustering process is 

carried out the attack, then each cluster results do cluster 

labeling is included in the hazard, rather dangerous or not 

dangerous. Then from the cluster that has been labeled, 

checked against is done against the data which are entered into 

the next group of malicious attacks on the note in the report. 

The process of clustering using K-means algorithm is shown 

in Figure 10 [22]. 

 
Figure 10. The process of clustering the data with the             

K-means attack 
 

 From the data mentioned above cluster that are 

formed is the best cluster obtained from the cluster that has the 

smallest variance. Of the above forms clusters, each cluster for 

the data had been formed but has not been labeled, the labeling 

is done by calculate for the matrix multiplication of the final 

centroid of each cluster is multiplied by its transpose matrix so 

we get a scalar value of each cluster, as shown in Table 3 [22]. 
 

Table 3. Cluster grouping type of attack 
 

No Cluster ID 

1 nfat1 1,3,6,7,10,16 

2 nfat2 9,11,12,13 

3 nfat3 2,4,8,14,15,17 
 

 From the result of transpose multiplication each 

centroid of three cluster above for example the results 

obtained with the sequence results from the largest to the small 

cluster nfat1, nfat2 and cluster nfat3 cluster, The cluster 

having the highest transpose multiplication result would be 

labeled as the dangerous cluster. So that the matrix 

multiplication of the cluster was obtained by labeling the 

cluster nfatl is a malicious attack, an attack cluster is 

somewhat harmful nfat2 and nfat3 is not dangerous cluster 

attack [22]. 

 In addition it has done in module development 

framework NFAT (Network Forensic Analysis Tool) to 

facilitate the forensic process is carried out in accordance with 

the Internet network research plan that has been made. 

Here are some of the infrastructure supporting the 

development of NFAT module framework to facilitate the 

process of forensic analysis of Internet network. The following 

log data extracted from the database used to identify the attack 

as shown in Figure 11. 
 

 
Figure 11. The data used to perform classification of attacks 
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The module output data of NFAT is a clustering process, 

where the results of this cluster can be calculated error values 

to be compared with the target data that is the target of the 

cluster. The target data used for comparison are shown            

in Table 4 [22]. 
 

Tabel 4. List of criteria attack 
 

Protocol Criteria Port TCPFlag 

 

 

 

 

TCP 

dangerous 

attack 

80,8080,443 

20,21 22,23 

16,32 

Rather 

dangerous 

attack 

161,143,162,

110,993 

The 

combination of 

binary digits 20-

24 

not 

dangerous 

attack 

In addition to 

the above 

mentioned 

The 

combination of 

binary digits 20-

27 

 

 

 

 

UDP 

dangerous 

attack 53 - 

Rather 

dangerous 

attack 

137,161, - 

not 

dangerous 

attack 

In addition to 

the above 

mentioned 

- 

 

 

Having grouped the data log file using K-means 

clustering technique, then the data is grouped into 3 categories 

of attack, and then will resume the forensic process that can 

later be known to the source and target of the attack on the 

network, this type of attack which occurs on TCP 

(Transmission Control Protocol) is shown in Figure 12. 

   

 
 

 

Figure 12. The data that perform the types of attacks  occurred 

on the TCP protocol. 

 

The type of attack that occurred in the UDP (User 

Datagram protocol) can be shown in figure 13. 
 

 

Figure 13. The data that perform the types of attacks  occurred 

on the UDP protocol. 
 

V. CONCLUSIONS 
 

 The first stage of the forensic process starting from 

collection of evidence which is collected in connection with 

the initial case that is written by the investigators as evidence 

profiles and entries to the evidence database, evidence 

management system is sought by finding the appropriate case 

related data and time. In the analysis phase, the input data 

generated by the log file system, then the data will be stored in 

evidence database. When the investigators need information, 

the information extracted from Module NFAT (Network 

Forensic Analysis Tools). At the investigation stage, the 

extracted information is considered as the part of the 

investigation. Although that process is very fast, the final 

decision depends on the investigator. Then the investigator 

will determine whether the evidence that is produced has been 

met or not, if the evidence has not been met, it will back again 

to the extract data from evidence database, otherwise if the 

evidence has been met, the test process will be done to verify 

that the data is original and appropriate with the criteria of 

evidence that is needed by investigator. In the final stage of 

reporting, digital evidence will be presented in a particular 

format so that it can help the investigator in the trial process. 
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Abstract—the Semantic Web is an extended to the current web 

where web resources can be manipulated and processed 

intelligently. User query is semantically analyzed and respond to 

in intelligent way. A set of technologies are developed to serve 

this requirement, including Resource Description Framework 
(RDF), Schema RDF and Web Ontology Language(OWL).  

Java Agent Development Framework (JADE) is a software 

framework to make easy the development of multi agent 

applications in compliance with The Foundation for Intelligent 

Physical Agents (FIPA) specifications. Several approaches for 

building knowledge model for JADE agent can be found. The 

most promising approach is using OWL ontology based 

knowledge representation which is one of the main standards for 

the Semantic Web proposed by World Wide Web Consortium 

(W3C), and it is based on description logic. Representing 

knowledge based on ontology provides many benefits over other 
representations. 

The other traditional approach is using conventional rule engine 

(normally production rule engine). Jess is a familiar rule engine 

and scripting environment written entirely in Sun’s java 

language. Jess gives the capability for building Knowledge in the 

form of declarative rules and facts, and reason about it. Also Jess 
can be integrated efficiently with a JADE agent. 

In this paper, A comparative study is held between the above two 

approaches. An example is implemented to show the tools and 

steps required in each way and to show the expressivity power of 
the ontology based over the traditional one.  

Keywords-component; Java Agent Development Framework 

(JADE); Web Ontology Language (OWL); Jess; Knowledge 

Representation;  Description Logic (DL).   

I.  INTRODUCTION  

Knowledge Representation (KR) is one of the most 
important concepts in artificial intelligent. It’s aimed is to 
represent a domain knowledge, and provide a system of logic 
to enable inference about it.  Expressivity is a key parameter in 
knowledge representation.  A more expressive language leads 
to easier and compacter representation of the knowledge. But 
more expressive needs more complex algorithms for 
constructing inferences.  

A set of technologies are developed for representing the 
knowledge, the most familiar is using a rule-based model. In 
such a model facts represent data and rules formulated to apply 
logic which enable inference about the facts producing a new 
one or answering specific queries. Others technologies are 
developed for KR, including the most promising formal 
modeling Web Ontology Language (OWL) [17], which 
introduces a new aspects and features into the modeling of KR 
[21]. 

Now, recently, agent-based technologies are become 
promising means for the development of distributed 
applications that require operating in heterogeneous system,  
because they offer a high level abstraction and cope with 
distribution and interoperability [2]. The Foundation for 
Intelligent Physical Agents (FIPA) introduce a several 
documents about the specifications that define an agent system. 
From its title FIPA preferred agents to acts intelligence and 
several efforts has been done for the development of intelligent 
agent architectures.  Intelligent agent is preferred incorporate a 
knowledge representation in its internal architecture and uses it 
containing theorem to reason about the application domain. 

A future trend is to replace OWL/SWRL (Semantic Web 
Rule Language) knowledge model over traditional rule based 
system.  Several researchers are working towards this.  For 
example,  Meech [1] show the difference in features between 
existing rule engine technologies and OWL/SWRL in applying 
business rules to design enterprise information systems. 
Canadas [10] build a tool for the development of rule based 
applications for the Web based on OWL and SWRL 
ontologies.  Others try to get the efficiency of rule engine in 
ontology inference by translating OWL logic into Jess rule. 
Bontas and Mei [5] present OWL2Jess, which is a 
comprehensive converter tool enabling Jess reasoning over 
OWL ontologies. Connor [18] uses SWRL Factory mechanism 
to integrate the Jess rule engine with SWRL editor. 

 In this paper a behavioral architecture is implemented to 
build an intelligent agent in JADE platform with two different 
knowledge models. The first one is based on OWL ontology, 
the other is by integrating an agent with the rule based engine 
Jess. An example is implemented in the two ways to show the 
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methods and tools used in both cases, and to show  strength and 
weakness in every way. 

II. AGENT BASED SYSTEM 

There are several definitions for the term “Agent”, but all 
definition agrees that agent is a software component that has 
the characteristic of being autonomous [2][14]. Agents can 
communicate with each other in asynchrony way, they can be 
cooperative to perform a common task, or it can introduce their 
own services. 

  Agent architectures are the fundamental mechanisms 
underlying the autonomous components that support effective 
behavior in real-world, dynamic and open environments. From 
beginning, initial efforts focused on the development of 
intelligent agent architectures [2][14], FIPA develop open 
specifications, to support interoperability among agents and 
agent based applications. FIPA give nothing about how to build 
internal knowledge in an agent, leaving that to the developers. 
So, we can see different approaches for building intelligent 
agent in different FIPA complaint agent systems.  

Several agent architectures are developed to support 
intelligent agent [2][14]:  

 Reactive architectures are based on a stimulus–
response mechanism. 

 Belief Desire Intention (BDI): can reason about their 
actions. 

 Behavioral architecture: An agent has several 
behaviors which executed in sequence or in parallel 
depending on the task to perform. This architecture is 
more suitable for used in real applications and our 
implementations will based on it. 

A. JADE 

The Java Agent Development Framework (JADE) is a 
platform that provides a middleware layer to facilitate the 
development of distributed multi-agent systems in compliance 
with FIPA specifications [12]. JADE have no mechanism for 
providing intelligence and reasoning capability. 

 JADE roots to java give it the ability to integrate easily 
with other java implementation tools, like Jess (rule engine 
written entirely in JAVA language) and Jena (Java platform for 
processing semantic web data standards RDF and OWL). 
Those tools can be used to build knowledge model within an 
agent and reason over it. 

III.  ONTOLOGY AND SEMANTIC WEB 

Ontology is a term borrowed from philosophy. In the 
context of knowledge representation, ontology defined as the 
shared understanding of some domain, which is often 
conceived as a set of entities, relations, axioms and instances 
[9]. Ontology based knowledge representation allow for 
sharing knowledge between different entities, also knowledge 
can be reused by reusing or building over well defined Web 
ontologies. Thus such knowledge model will enhance 

interoperability between different agents in different platforms 
[9]. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1.  The latest form of Semantic Web stack diagram (W3C Semantic 

Web Activity, 2008) 

 The Semantic Web is envisioned as an extension of the 
current web. According to the World Wide Web Consortium 
(W3C), "The Semantic Web provides a common framework 
that allows data to be shared and reused across application, 
enterprise, and community boundaries" [22]. 

The main purpose of Semantic Web is to enable users to 
find their request more efficiently by let machine understand 
and respond to human request based on their meaning. To let 
that happen, web resources must be described using a set of 
W3C standards and technologies to enable its processing. 
Among these standards are RDF, Schema RDF, and OWL [9]. 

Fig. 1 shows the Semantic Web diagram as seen by W3C. 

IV.  WEB ONTOLOGY LANGUAGE 

OWL is an ontology language designed for use in the 
Semantic Web and is the language recommended by the W3C 
for this use. The OWL language provides three expressive 
sublanguages, OWL-DL is one of the sublanguage which 
supports user who wants more expressivity with complete and 
decidable reasoner. Such languages are based on Description 
Logic [17].  

A. Description  Logic 

Description Logics (DL) are a family of formal knowledge 
representation languages used to represent ontology based 
knowledge. The basic syntactic building blocks are concepts 
(corresponding to classes in object oriented model), roles 
(represent relationships between two concepts or concept and a 
data type) and individuals (represent classes instances) [21][4].  

The knowledge base in DL consists of a:  
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 TBox (terminological box): contains a set of axioms 
which represent the schemas of the knowledge.  

 ABox (assertion box): contains all individuals 
belonging to TBOX classes. 

 DL have a distinguished feature over other data description 
formalisms called “Open World Assumption” which means 
that when  knowledge of a fact is not present, this will not  
imply knowledge of the negation of a fact [21][4]. 

B.  Using OWL-Dl for Building Knowledge Model in jade 

agent 

The first step towards building an ontology based 
knowledge representation is building the domain specific 
ontology. Using Protégé editor we can easily model the 
structure of our knowledge. In OWL, ontology is represented 
by classes, properties and individuals. Classes represent 
concepts in domains. OWL has very powerful and expressive 
way to describe classes [11]: 

 Classes can be defined to be disjoined, No individual 
can be both in two disjoint classes. This will map the 
disjoint with axiom in DL logic. 

 Classes can be described by property restriction. This 
will map the equivalent axiom in DL logic.  

 Classes can be related via a class hierarchy. This will 
map the subsumption axiom,. This relation said that 
class B is more general than class A. 

The power of expressivity not just in describing classes, but 
also in defining properties between classes [11]. Properties 
represent roles in domains: 

 Two types of properties: object property which relates 
an individual to another and data property which relate 
an individual to data value. 

 Property have range and domain (range and domain are 
not constraints in inference process). 

 Property can be defined to be transitive, symmetric or 
functional. This will give more expressivity to reflect 
the real world.   

 Properties can be related via a property hierarchy. 

 Property can be defined to be the inverse of another 
property (example, greater than is the inverse of small 
than).  

C.  Supporting Rules 

 Normally, decision component encoded in rules, also many 
business processes are best modeled using a declarative rules 
[6], so sometimes rules need to be added to OWL knowledge 
based system. 

Semantic Web Rule Language (SWRL) is an expressive 
OWL-based rule language allowing rules to be expressed in 
terms of OWL concepts to provide more powerful deductive 
reasoning capability than OWL alone, coming at the expense of 

decidability [7]. One should stay within OWL construct until 
the more expressivity power of SWRL is required.  

Also, Jena includes a general purpose rule-based reasoner 
which support inference over RDF and OWL model and 
provide forward and backward chaining [8]. Rules in Jana are 
defined by a JAVA Rule object having the IF...THEN... 
formalism. Jena rules can be added to OWL model and use 
Jena rule reasoner as inference on that model. 

V. RULE BASED SYSTEM 

The idea of rule based system is to represent a domain 
expert’s knowledge in form of rules which represent the logic 
of the knowledge, always accompanied with facts that 
represent the data of the knowledge [20]. Another important 
part of such a system is the rule engine that acts on them. A 
rule consists of two parts: conditions and actions. The action 
part might assert a new fact that fire another rules. Rule engine 
worked by matching available facts with the condition part of 
the rules, if one matched then its action part will be executed. 
The architecture of a rule-based system has the following 
components [19]: 

 Rule base: represent the logics as rules that will reason 
with over data 

 Working memory: represent the fact base as facts in 
knowledge base. 

 Inference engine: match a rule to facts in working 
memory.  

A. Jess 

Jess is the rule engine for the JAVA platform [23]. One of 
the most important features of jess is using a rête algorithm to 
implement its rule engine; this will improve rule-matching 
performance. 

To use Jess for building a knowledge based system, logic is 
specified in the form of rules using one of the two formats: jess 
rule language or XML [19]. Also facts can be added for the 
rules to operate on. When the rule engine is run, a new facts 
can be added, or any code belong to java can be executed.  

Any proposition (as they are used in Propositional Logic) 
can be represented as a Jess fact. To facilitate reasoning about 
propositions, predicates are introduced to provide more 
expressive power. A predicate give a specific property of an 
object, or express relations between two or more objects. 

Jess make the assumption that the system has full 
knowledge and the absent of facts means that it is false (Closed 
world Assumption) [10]. This is different from the open world 
assumption made by owl based knowledge representation. 

B. Using JESS for building knowledge model in jade agent 

Jess engine can be integrated with jade to build an 
intelligent agent that act as a decision component. In Jess-
JADE integration [16], the intelligence of the agent is handled 
by Jess. JADE provide the agent communication platform. 
Using Agent Communication Language (ACL), JADE pass a 
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new knowledge to Jess as a content of ACL message structure.  
Jess will use its engine to acts upon it.  

 The implementation of Jess-JADE integration will consists 
of embedding an instance of Jess engine inside a behavior. A 
cyclic behavior with action method that consists of running the 
Jess engine, give the agent the ability to reason continuously 
[16].  

VI. KNOWLEDGE  MODEL COMPARISON 

A. Comparison Based in Logic Used 

OWL KR based on DL, while Jess based on propositional 
and predicate logic. The main strength of DL over other logics 
is that they offer considerable expressive power going far 
beyond propositional logic, while reasoning is still decidable. 
The following expressivity characteristic of OWL- DL over 
other logics: 

 DL supports the transitive relations and can infer about 
it. 

 Support concept hierarchy and property hierarchy. 

 Support equivalent axiom that define a new class by 
descriptions. 

 Support cardinality constraint: Number restrictions are 
sometimes viewed as a Distinguishing feature of DL, 
Cardinality constraints only supported by some 
database modeling languages [4]. 

Rule-Based system in other hand has their strength from the 
popularity of expressing logic in declarative rules. Most 
business process has their business rules to work with [1]. 
Usually user find it more natural to formulate Knowledge in 
terms of rules than in terms of other kinds of ontological 
axioms.  Rules can often help to express knowledge that cannot 
be formulated in description logics. At the same time, there are 
also various features of DL that rule languages do not provide. 
So one can combined the strengths of DL and rules to get more 
expressive environment but this comes with the price of more 
complexity and more difficult implementation [21].  

B. Comparison Based in Inference Engine 

In OWL-DL ontology based knowledge, inference engine 
will base on DL reasoner, because it can be translated into DL 
representation. Several popular DL reasoners that are available 
are listed below: 

FaCT++,  HermiT,  Racer [13] or Pellet. 

A description Logic reasoner performs the following 
inference services: 

 Check for concept consistency: A class is inconsistence 
if it can never have any instances.  

 Classify taxonomy: compute inferred hierarchy, find 
all missing subclass relationship and finding all 
equivalent classes. 

 Compute inferred types. 

DL reasoners can inference only on TBOX to find the 
inconsistency and the super classes for a class. Or inference on 
just ABOX or in ABOX and TBOX according to the results 
needs [4]. 

DL reasoner depends on Tableaux decision procedures [3], 
while Jess rule engine implements the efficient rete algorithm. 
Jess is small, single and one of the fastest rule engine [16].  

One of the issue to be taken into account is that a JADE 
agent is single threaded, thus attention should be taken to the 
reasoner efficiency when integrated with an intelligent agent 
have interaction with its environment. 

VII. EXAMPLE 

Our logical problem needs to reason about the shape types 
depending on its characteristics. A triangle can be defined as a 
polygon with three sides, where rectangle can be defined as a 
polygon having four sides.  

A. OWL implementation 

For implementing owl knowledge representation, shape 
ontology is build using protégé editor. Fig. 2 show a protégé 
shape ontology graph build using the OntoGraf protégé tab. 

 Our shape ontology contains two main classes Polygon and 
Side. Polygon class has 3 subclasses (Rectangle, Triangle, 
NamedShaped). One object property (hasSide) which shows 
which Side instances connected to Polygon instance. Two 
individuals  in TBOX:  

 RT1 a Polygon instance with 4 hasSide relationship to 
4 different Side instances.  

 TT1 a Polygon instance with 3 hasSide relationships to 
3 different Side instances. 

Necessary and sufficient condition is added to Rectangle 
class which defines Rectangle to be a polygon with 4 hasSide 
relationship. This constraint is called cardinality constraint 
supported by OWL-DL based model. Also Triangle can be 
defined to be a polygon with 3 sides and thus give reasoner a 
way to recognize the shape type from its characteristic.  

 

 

 

 

 

 

 

 

 

 

Figure 2.  A protégé snapshot of shape ontology graph 
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The code for defining rectangle class in turtle format is 
shown below with the class description: 

 

 

 

 

 

 

 

Jena Ontology API [8] is used for building and 
manipulating ontology based knowledge model within the 
JADE agent.  Jena is a free open source Java library for 
processing semantic web data supporting RDF and OWL data 
models. 

Jena is used to create ontology model through the Jena 
Model Factory class.  Creating ontology model with a memory 
storage supporting  OWL-DL sublanguage as follows:    

OntModel m= ModelFactory.CreateOntologyModel 

(OntModelSpec.OWL_DL_MEM); 

Reading shape.owl ontology file into the model: 

m.read("http://www.owl-ontologies.com/shape.owl"); 

Adding inference capability to our model, the following 
code asks about the instances belongs to class rectangle: 

Reasoner reasoner = ReasonerRegistry.getOWLReasoner(); 

// Create ontology model with reasoner support 

InfModel inf = ModelFactory.createInfModel(reasoner, m);  

OntClass rect = inf.getOntClass(NS + "rect");  

ExtendedIterator tt = rect.listInstances( ); 

 while(tt.hasNext()) { 

   OntResource mp = (OntResource)tt.next( ); 

   System.out.println(mp.getURI( ));    }  

the result of the above code is: 

     http://www.owl-ontologies.com/Shape.owl#RT1 

which show that RT1 is an individual belong to ontology 
class rect (Rectangle). 

 In JADE, agents exchanged messages with each other 
using ACL. To share knowledge between multiple JADE 
agents that implements their knowledge in OWL-DL language, 
JADE should support the OWL-DL Codec so the content of 
ACL message can be filled with OWL knowledge assertion.  

B. Jess implementation:  

Taking a look at shape.clp which defines several fact 
templates: 

(deftemplate Polygon (slot name) ) 

(deftemplate Rectangle extends Polygon) 

(deftemplate Traingle  extends Polygon) 

(deftemplate side(slot code))    

 (deftemplate hasSide   (slot name)  (slot code)) 

The keyword extends of the deftemplate construct lets you 
define one template in terms of another. This hierarchical 
relationship has no influence in reasoning process, just 
attributes form the above template will be inherited in this 
template. 

Two rules are defined to classify the polygon types. Rules 
in Jess are defined using defrule construct as follows: 

(defrule find_rect 

(Polygon(name ?yy)) 

(and(side(code ab))(side (code bc))(side (code cd))(side (code da)) 

(hasSide(name ?yy)(code ?a&ab)) 

(hasSide(name ?yy)(code ?b&bc)) 

(hasSide(name ?yy)(code ?c&cd)) 

(hasSide (name ?yy)(code ?d&da))) 

=> 

(assert(Rectangle(name ?yy))) 

(printout t "assert rectangle  " ?yy crlf); 

) 

 

(defrule find_train 

(Polygon(name ?yy)) 

(and(side(code ab))(side (code bc))(side (code ca)) 

(hasSide(name ?yy)(code ?a&ab)) 

(hasSide(name ?yy)(code ?b&bc)) 

(hasSide(name ?yy)(code ?c&ca))) 

=> 

(assert(Traingle(name ?yy))) 

(printout t "assert traingle  " ?yy crlf); 

) 

In jess, no cardinality constraint can be specified leading to 
less expressivity in defining the logic. Thus Jess rules to 
recognize the shape types are more specific and less expressive. 

To integrate with JADE: Adding Jess behavior to the Setup 
method of jade Agent will let agent access an instance of Jess 
engine. Then Jess-Jade agent can be used as a decision 
component for this domain knowledge. 

The result for applying the above code is  

 ==>f-0 (MAIN::initial-fact) 

 ==>f-1(MAIN::MyAgent   (nametest@192.168.68.4:1099/JADE)) 

 ==> f-2 (MAIN::Polygon (name t1)) 

 ==> f-3 (MAIN::Polygon (name t2)) 

 ==> f-4 (MAIN::hasSide (name t1) (code ab)) 

 ==> f-5 (MAIN::hasSide (name t1) (code bc)) 

 ==> f-6 (MAIN::hasSide (name t1) (code ca)) 

 ==> f-7 (MAIN::hasSide (name t2) (code ab)) 

default:rect 

      a owl:Class ;   

      owl:disjointWith default:train ; 

      owl:equivalentClass 

      [ a   owl:Class ; 

owl:intersectionOf (default:polygon [ a       

owl:Restriction ;          owl:cardinality 

"4"^^xsd:int ; 

                owl:onProperty default:hasSides ])             

      ] . 
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 ==> f-8 (MAIN::hasSide (name t2) (code bc)) 

 ==> f-9 (MAIN::hasSide (name t2) (code cd)) 

 ==> f-10 (MAIN::hasSide (name t2) (code da)) 

 ==> f-11 (MAIN::Rectangle (name t2)) 

 ==> f-12 (MAIN::Traingle (name t1)) 

 

 Jess agent can assert and retract Jess facts during runtime. 
These assertion or retraction can be a decision of other 
environmental agents that can be communicate and share 
knowledge using ACL language. To support this 
communication a JADE ontology is build called jshape which 
define the concepts (polygon, triangle, rectangle, side), 
predicate (hasSide) and Action elements (assert and retract) for 
adding and deleting actions. 

Using jshape ontology and semantic language for the 
message content, the following ACL message will assert a new 
fact that adds t3 as a new polygon in our knowledge base: 

 

{Request 

 :sender ( agent-identifier 

:name WorkAgent@localhost:1099/JADE 

:addresses (sequence http://localhost:7778/acc )) 

:receiver (set (agent-identifier :name JessAgent@localhost:1099/JADE) ) 

:content  

   (agent-identifier :name WorkAgent@localhost:1099/JADE)  

     ((action 

       (assert  

          (Polygon :name “t3”)) 

:language SL 

:ontology http://myontology.jshape) ) 

} 

VIII. CONCLUSION 

In this paper, we try to show some of the main differences 
between using OWL–DL language and Jess rule engine to 
build an intelligent JADE agent. We can summarize those 
differences as follows: 

 OWL is more expressive than facts and rules structure, 
rules are more familiar to used. 

 Rules are closer to simulate a decision component; 
OWL may need to add some rules to behave as a 
decision component. 

 OWL ontology model is closer to Object-Oriented 
Model. This will facilitate building knowledge from 
existing object oriented models. 

 Knowledge in OWL can easily expanded and builds 
over it, because it well formed and structured. Jess 
knowledge always restricted to solve a particular 
problem and a new problem needs a new knowledge. 

 Because of the high expressivity of OWL model, 
Reasoned on large ontologies has the efficiency 
problem, Jess rule engine is small and light and more 
efficient. 

 OWL is W3C standard thus support interoperability 
between different platforms, Jess rule based system has 
limited support for interoperability. 

 Supporting knowledge sharing between agents in OWL 
needs OWL and RDF codec to be supported as content 
for ACL message. Jess may use strings in sending and 
receiving knowledge. 
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Abstract—this paper presents a predictive control strategy based 
on neural network model of the plant is applied to Continuous 
Stirred Tank Reactor (CSTR). This system is a highly nonlinear 
process; therefore, a nonlinear predictive method, e.g., neural 
network predictive control, can be a better match to govern the 
system dynamics. In the paper, the NN model and the way in 
which it can be used to predict the behavior of the CSTR process 
over a certain prediction horizon are described, and some 
comments about the optimization procedure are made. Predictive 
control algorithm is applied to control the concentration in a 
continuous stirred tank reactor (CSTR), whose parameters are 
optimally determined by solving quadratic performance index 
using the optimization algorithm. An efficient control of the 
product concentration in cstr can be achieved only through 
accurate model. Here an attempt is made to alleviate the 
modeling difficulties using Artificial Intelligent technique such as 
Neural Network. Simulation results demonstrate the feasibility 
and effectiveness of the NNMPC technique. 

Keywords-Continuous Stirred Tank Reactor; Neural Network 
based Predictive Control; Nonlinear Auto Regressive with 
eXogenous signal. 

I.  INTRODUCTION  
One of the main aims in industry is to reduce operating 

costs. This implies improvements in the final product quality, 
as well as making better use of the energy resources. Advanced 
control systems are in fact designed to cope with these 
requirements. Model based predictive control (MBPC) [1,2] is 
now widely used in industry and a large number of 
implementation algorithms due to its ability to handle difficult 
control problems which involve multivariable process 
interactions, constraints in the system variables, time delays, 
etc. The most important advantage of the MPC technology 
comes from the process model itself, which allows the 
controller to deal with an exact replica of the real process 
dynamics, implying a much better control quality. The 
inclusion of the constraints is the feature that most clearly 
distinguishes MPC from other process control techniques, 
leading to a tighter control and a more reliable controller. 

Another important characteristic, which contributes to the 
success of the MPC technique, is that the MPC algorithms 

consider plant behavior over a future horizon in time. Thus, the 
effects of both feedforward and feedback disturbances can be 
anticipated and eliminated, fact  which permits the controller to 
drive the process output more closely to the reference 
trajectory. The classical MBPC algorithms use linear models of 
the process to predict the output of the process over a certain 
horizon, and to evaluate a future sequence of control signals in 
order to minimize a certain cost function that takes account of 
the future output prediction errors over a reference trajectory, 
as well as control efforts. Although industrial processes 
especially continuous and batch processes in chemical and 
petrochemical plants usually contain complex nonlinearities, 
most of the MPC algorithms are based on a linear model of the 
process and such predictive control algorithms may not give 
rise to satisfactory control performance [3, 4]. Linear models 
such as step response and impulse response models are 
preferred, because they can be identified in a straightforward 
manner from process test data. In addition, the goal for most of 
the applications is to maintain the system at a desired steady 
state, rather than moving rapidly between different operating 
points, so a precisely identified linear model is sufficiently 
accurate in the neighborhood of a single operating point. As 
linear models are reliable from this point of view, they will 
provide most of the benefits with MPC technology. Even so, if 
the process is highly nonlinear and subject to large frequent 
disturbances; a nonlinear model will be necessary to describe 
the behavior of the process. Also in servo control problems 
where the operating point is frequently changing, a nonlinear 
model of the plant is indispensable. In situations like the ones 
mentioned above, the task of obtaining a high-fidelity model is 
more difficult to build for nonlinear processes.  

In recent years, the use of neural networks for nonlinear 
system identification has proved to be extremely successful [5-
9]. The aim of this paper is to develop a nonlinear control 
technique to provide high-quality control in the presence of 
nonlinearities, as well as a better understanding of the design 
process when using these emerging technologies, i.e., neural 
network control algorithm. The combination of neural 
networks and model-based predictive control seems to be a 
good choice to achieve good performance in the control. In this 
paper, we will use an optimization algorithm to minimize the 
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cost function and obtain the control input. The paper analyses a 
neural network based nonlinear predictive controller for a 
Continuous Stirred Tank Reactor (CSTR), which is a highly 
nonlinear process. The procedure is based on construction of a 
neural model for the process and the proper use of that in the 
optimization process. 

This paper begins with an introduction about the predictive 
control and then the description of the nonlinear predictive 
control and the way in which it is implemented. The neural 
model and the way in which it can be used to predict the 
behavior of the CSTR process over a certain prediction horizon 
are described, and some comments about the optimization 
procedure are made. Afterwards, the control aims, the steps in 
the design of the control system, and some simulation results 
are discussed. 

II. PREDICTIVE CONTROL  
The predictive controller, in summary, is characterized by 
computing future control actions based on output values 
predicted by a model, with vast literature and academic and 
industrial interest (Clarke, 1987; Garcia et all, 1989; Arnaldo, 
1998) [4]. This section presents the concepts of predictive 
control based on NPC, using the usual optimization functions 
and control laws, applied to the conventional predictive 
controllers. 

 

A. Optimization functions 
The optimization function, usually represented by the index J, 
represents the function that the control action tries to 
minimize. In an intuitive way, the error between the plant 
output and the desired value is the simplest example of an 
optimization function, and it is expressed by: 
 

(1) 
Where: 
y(k) represent the plant output 
y k ref ( )represent the desired response 
e(k) represent the estimation error 
k is the sample time 
 
One of the most usual optimization functions is based on the 
square error and it is represented as: 

(2) 
But the optimization index can take forms of more complex 
functions. For predictive controllers, whose models are 
capable to predict N steps ahead, the simple application of the 
square error approach can present satisfactory results. This 
case admits that the optimization function is not limited to an 
only point, but an entire vector of N predicted errors. It seeks 
to optimize the whole trajectory of the future control actions in 
a horizon of N steps ahead. 

(3) 

More complex optimization functions can consider the control 
effort. It is the specific case of GPC (Generalized Predictive 
Control), where the optimization index J can be expressed as: 

 
                                                                               (4) 

where: 
y(k ) - is the output plant estimation at instant = k 
Δu - is the control action increment. 
N1 - is the minimum horizon of prediction. 
NU - is the control horizon. 
NY - is the maximum horizon of prediction. 
 
The objective of the control problem is to minimize the index 
J, with respect to the control actions, looking for the points 
where the first order differential is null. 
 

III. NEURAL NETWORK PREDICTIVE CONTROL 
By the knowledge of the identified neural model of the 
nonlinear plant which is capable of doing multi step ahead 
predictions, Predictive control algorithm is applied to control 
nonlinear process. The idea of predictive control is to 
minimize cost function, J at each sampling point: 

[ ] [ ]
u2

1

22 NN

t=N i=1

ˆ( , ( )) ( ) y (k+i) ( 1)J t U k r k i u k iρ= + − + Δ + −∑ ∑
 

 
(5) 

With respect to the Nu future controls, 

( ) [ ( )..... ( 1)]T
uU k u k u k N= + − (6) 

and subject to constraints:        

2( )u kN i N n≤ ≤ −          (7) 

Using the predictive control strategy with identified 
NARX model (NNMPC) it is possible to calculate the optimal 
control sequence for nonlinear plant. Here, term r(k+i) is the 
required reference plant output, ŷ (k+i) is predicted NN 
model output, ( 1)u k iΔ + − is the control increment, N1 and 
N2 are the minimum and maximum prediction (or cost) 
horizons, Nu is the control horizon, and ρ is the control 
penalty factor[4].  

The predictive control approach is also termed as a 
receding horizon strategy, as it solves the above-defined 
optimization problem [5] for a finite future, at a current time 
and implements the first optimal control input as the current 
control input. The vector u = [Δu(k),Δu(k+1),…Δu(k + Nu-1)] 
is calculated by minimizing cost function, J at each sample k 
for selected values of the control parameters {N1, N2, Nu, ρ}. 
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Abstract 
Animal diseases have constituted a major problem in many 
developing and developed countries. There are different 
limitations for the existing computer systems to meet the 
required information and analytical capabilities for a better 
decision in the Egyptian animal production domain. This paper 
presents an approach for helping policy/decision makers to 
improve animal production in Egypt. The paper integrates Online 
Analytical Processing (OLAP), Geographical Information 
System (GIS), Spatial Analysis functions and Multicriteria 
Decision Analysis (MCDA) capabilities to develop a Spatial 
Decision Support System (SDSS). The main aim of this study is 
to generate a composite map for decision makers by using some 
effective factors affect animal production in Egypt. We visualize 
and analyze different factors such as "Diseases", "Climate", "Soil 
Pollution", "Veterinary care" and "Economical factors" which 
affect the animal production in Egypt. The paper takes in 
consideration influence of each factor because importance and 
influence of each factor differs according policy/decision makers 
point of view. 
 
Keywords: Geographical Information System (GIS), 
Multicriteria Decision Analysis (MCDA), Online Analytical 
Processing (OLAP), Spatial Analysis and Spatial Decision 
Support System (SDSS). 

1. Introduction 

Food crises in less-developed countries have been noted to 
be the main obstacle to economic development. Moreover, 
feeding adequately a population growing at an annual rate 
of 2.1 %, with limited land and water resources, is 
considered the most important challenge for Egypt. The 
population of 74 million is expected to rise to 90 million by 
the year 2017. The high population growth rate is a major 
constraint for sustainable development in Egypt. In Egypt 
the population dynamics tells interesting situation: dairy 
cattle -5.3%, buffaloes +12.1%, beef cattle +50.0%, sheep 
+29.9%, goats +32.8%, while people numbers increased 
more than 18%. Nevertheless, there is a shortage of protein 
and calcium from animal sources produced in Egypt in 
comparison to nutritional requirements, and there is an 

increasing gap between dairy products produced 
domestically and the amount consumed. The gap between 
domestic animal production and consumption has been 
estimated at an average of 17 per cent for red meat and 19 
per cent for milk. This gap has been continuously widening 
over recent years and consequently dependence on food 
imports has been increasing [1]. In 2000 population of 
dairy animals in Egypt was about 6.7 million heads of 
cattle and buffaloes contributing about 30% of the total 
value of agricultural production. [2]. 

The agricultural domain in Egypt plays a crucial role in the 
national economy as it represents 20% of GDP and 
employs nearly 30% of the working population. Also, the 
feeding adequately a population growing at an annual rate 
of 1.8%, with limited water resources and land, is 
considered as the most important challenge for policy 
makers in Egypt. In addition, the national food security has 
been noted to be the main goal to achieve a real 
development and to meet rising of the Egyptian population 
that expected to be more than 100 million by the year 2030. 
The policy/decision makers’ strategy for animal production 
in Egypt, up to year 2037, aims to reduce the milk 
production gap to be less than 10% [3]. 

Geographical Information System (GIS) links a location 
and attribute information and enables a person to visualize 
patterns, relationships, and trends. This process gives an 
entirely new perspective to data analysis that cannot be 
easily seen in a table or list format or on a paper map. 
Exploring data using GIS turns data into information into 
knowledge. There are two ways that the layers of location 
can be visualized on a map: Raster layers are organized in a 
grid of identically sized cells. The cells have a uniform 
length and width (square shaped) and are called “pixels.” 
Vector layers are represented as points, lines, or polygons. 
A vector layer cannot mix types together. One layer cannot 
have both points and polygons. The layer would have to be 
split into two separate layers; one for points and one for 
polygons. Vector data is used when the features have 
specific locations and boundaries and the attribute data is 
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uniform throughout the individual features. Examples of 
vector layers include bus stops (point), roads (line), and 
counties (polygon). 

Transactional systems are not designed to support the 
decisional processes, new types of systems have been 
developed to specifically fulfill decisional needs; they are 
called “Analytical Systems” and are known on the market 
as “Business Intelligence” (BI) solutions. In the BI world, 
data warehouses are based on data structures called 
“multidimensional”. The term “multidimensional” was 
coined in the mid-1980s by the community of computer 
scientists who were involved in the extraction of 
meaningful information from very large statistical 
databases (ex. national census). The most widely used BI 
solutions are OLAP (On-Line Analytical Processing) 
systems, which provide a unique capability to interactively 
explore the data warehouse. OLAP technology is based on 
the multidimensional database approach, which introduces 
concepts that differ from the concepts found in the 
transactional database approach. The key multidimensional 
concepts include: dimensions, members, measures, facts 
and data cubes [4]. A cube is a multidimensional structure 
that contains dimensions and measures. Dimensions define 
the structure of the cube, and measures provide the 
numerical values of interest to the end user.  

OLAP systems are expected to [5]: 
•  Provide ad hoc access. 
• Support the complex analysis requirements of 
decision-makers. 
•  Analyze the data from a number of different 
perspectives (business dimensions). 
•  Support complex analyses against large input 
(atomic-level) datasets. 

 
In order to improve the efficiency and response time of the 
Data Warehouse, the preferred structure is the Star Schema. 
Star Schemas a database structure in which data is 
maintained in a single fact table located at the center of the 
schema with additional dimension data stored in 
dimensional tables, with all hierarchies collapsed. 

Decision makers have turned to analysts and analytical 
modeling techniques to enhance their decision making 
capabilities. Spatial decision support systems (SDSS) are 
explicitly designed to support a decision research process 
for complex spatial problems. SDSS provide a framework 
for integrating database management systems with 
analytical models, graphical display and tabular reporting 
capabilities, and the export knowledge of decision makers. 
Such systems can be viewed as spatial analogues of 
decision support systems (DSS) developed in operational 
research and management science to address business 
problems [6]. 

What really makes the difference between a SDSS (Spatial 
Decision Support System) and a traditional DSS (Decision 
Support System) is the particular nature of the geographic 
data considered in different spatial problems. In addition, 
traditional DSSs are devoted almost only to solve 
structured and simple problems which make them non 
practicable for complex spatial problems [7]. SDSS 
requires the addition of a range of specific techniques and 
functionalities used especially to manage spatial data, to 
conventional DSSs. These additional capacities enable the 
SDSS to [6]; 

• acquire and manage the spatial data, 

• represent the structure of geographical objects and 
their spatial relations, 

• diffuse the results of the user queries and SDSS 
analysis according to different spatial forms 
including maps, graphs, etc., and to 

• Perform an effective spatial analysis by the use of 
specific techniques. 

Multi-criteria decision making (MCDM) refers to making 
decisions for alternatives in the presence of multiple and 
conflicting criteria. A main contribution area of MCDM is 
making preference decision (e.g., evaluation, prioritization, 
selection) over the available alternatives such as a set of 
products that are characterized by multiple, usually 
conflicting attributes [8]. 

2. Problem Formulation 
The Central Laboratory for Agriculture Expert Systems 
(CLAES) in Egypt hosts the data base of Bovine 
Information System (BOVIS) project that has more than 2 
million records represented in 52 tables. In this paper we 
use El Sharkeya Governorate as case study. [2]Tables 
related to cow or buffalo sex, major disease categories, 
various diseases and disorders that affect them, the breeds, 
the governorate, directorates and the veterinary units they 
are affiliated to were classified for mining. As data 
production and collection is escalating. 

The purpose of this paper is to do the following: 
1. Building OLAP (Online Analytical 

Processing) system instead of TPS 
(Transaction Processing System). 

2. Visualizing OLAP output dimensions using 
Geographical Information System (GIS). 

3. Using GIS Spatial Analysis capabilities. 
4. Building Spatial Multiple Criteria Decision 

Analysis for different factors diseases, 
Climate, Soil pollution and Economical 
factor see Fig (1). 
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Fig 1. General Workflow of Multicriteria Evaluation (MCE) 

3. Proposed Method 

3.1 Building OLAP Database 
There is an existing OLAP database for BOVIS 

project build by CLAES team. OLAP see BOVIS from 
different dimensions such as animal count, deaths, 
disorders/disease, and pregnancy …etc Fig (2).  

 

 
 
 
 
 
 
 
 
 

Fig 2. BOVIS OLAP Cubes and Dimensions 
 

An OLAP system is built especially to navigate within 
multidimensional cubes, i.e., to go from one fact to 
another in an interactive manner and to obtain fast 
responses. We visualize OLAP multidimensional cubes 
using Web based Dundas OLAP services and ASP.Net see 
Fig (3).  
 

 
 
 
 
 
 
 
 
 
 
 

 

Fig 3. a: Web-Based OLAP Dundas Visualization (Grid) 

 
 
 
 
 
 
 
 
 
 
 
 

Fig 3. b: Web-Based OLAP Dundas Visualization (Bar Charts) 
 

Web Based Dundas tool allows users to select dynamic 
cubes and determine measures and dimensions. Users can 
choose any cube such as "card_animal", "death"," 
disorder", "pregnancy", "slaughters", "vaccine" …etc (see 
Fig 2). Also users can specify way of display data either 
Grid or Bar Charts.  
 

3.2  Visualizing OLAP Output Dimensions 

In these step we use GIS engine to visualize OLAP 
dimensions by preparing data in ArcCatalog GIS using 
feature classes and relationship class for El Sharkeya 
governorate. 
 

Feature classes are homogeneous collections of common 
features, each having the same spatial representation, such 
as points, lines, or polygons, and a common set of attribute 
columns see Fig (4).   
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

Fig 4.  Feature Class Properties 
 

Three layers namely: "Veterinary Units", "Climate" and 
"Economical Standard of Living" are represented as 
Polygon feature class. Each disease is represented by  
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Geodatabase table. Relationships classes in the 
Geodatabase manage the associations between objects in 
one class (feature class or table) and objects in another [5]. 
Objects at either end of the relationship can be features 
with geometry or records in a table. 

3.3 Editing Layers using ArcMap. 

We use editing tools of ArcMap 10 to edit "Veterinary 
Units" layer on the map see Fig (5.a). All diseases layers 
joined with "Veterinary Units" layer see Fig (5.b). 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

Fig 5. a: El Sharkeya Governorate Map with Veterinary 
Units 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 

 
Fig 5. b: El Sharkeya Governorate Map with Diseases Count in Each 

Veterinary Unit 
 

3.4 Drive New Data Layers (Raster) 

Prepare and unify layers format to be Raster data. There are 
several ways to think about converting raster data in 
ArcGIS. You may want to convert non raster data into 
raster data or vice versa, such as converting a polygon into 
a raster. "Diseases", "Economical", "Soil Pollution" and 
"Climate" layers are converted from Polygon to Raster. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig 6.  Convert Polygon to Raster 
 
 

3.5 Reclassify Data 

Reclassify data to values range from 1 to 9, all data 
reclassified to give weights. 9 is the most suitable value for 
animal production and 1 is the least. 

 
            
 
 
 
 
 
 
 
 
 
 

Fig 7.  Reclassify Raster Data Layers 
 

3.6 Weight and Combine Layers 
Overlays several raster using a common measurement 
scale and weights each according to its importance. Seven 
diseases layers weighted using weighted overlay see Fig 
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(8). Output layer of weighted diseases weighted with 
"Economical", "Soil Pollution" and "Climate" layers see 
Fig (9). 

Overlays several raster using a common measurement scale 
and weights each according to its importance. Seven 
diseases layers weighted using weighted overlay see Fig 
(8). Output layer of weighted diseases weighted with 
"Economical", "Soil Pollution" and "Climate" layers see 
Fig (9). 

 
 
 
 
 
 
 
 
 
 
 
 
 

Fig 8.a: Weighted Overlay Diseases 
 

 
 
 
 
 
 
 

Fig 8.b: Weighted Overlay Influence 
 
 
 
 
 
 
 
 
 
 
 

Fig 9.  Weighted Overlay for All Factors with Different 
Influence 

• All input raster must be integer. A floating-point 
raster must first be converted to an integer raster 
before it can be used in Weighted Overlay.  

• Each value class in an input raster is assigned a 
new value based on an evaluation scale. These 
new values are reclassifications of the original 
input raster values. A restricted value is used for 
areas you want to exclude from the analysis. 

• Each input raster is weighted according to its 
importance or its percent influence. The weight is 
a relative percentage, and the sum of the percent 
influence weights must equal 100. 

• Changing the evaluation scales or the percentage 
influences can change the results of the weighted 
overlay analysis. 

 
 
 
 
 
 
 
 
 
 
 
 
 

Fig 10.  Spatial Multiple-Criteria Workflow 

4. Results 

Weighted overlay spatial analysis of diseases results 
indicate the following see Fig (11): 

• Worst veterinary unit in EL Sharkeya governorate 
is Kofor Negm unit. This unit contains the highest 
diseases frequency. 

• Best veterinary units are El Qeniat, El Zenkalon, 
Belbess, El Azezia   and El Ketawia. 

There are different units in middle diseases frequency such 
as El Sanafen, Mashtol El Soq and El Balashon. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig 11.  Diseases Weighted Overlay Results 
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Diseases are an important factor in animal production. For 
instance, we supposed the following: 

• The weighted diseases output layer influence is 
50%. 

• Economical factor influence represents 18%. 
• Soil Pollution and Climate factors influence 

represent 16% for each factor.   
Influence of each factor can be changed according its 
importance. The result of weighted overlay for factors 
affects animal production in Egypt represented in Fig (12). 
The value 3 represents the worst places for animal 
production in EL Sharkeya governorate and the value 8 
represents the best places as in Fig (12). 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig 12.  Weighted Overlay for All Factors Affect Animal Production 
in Egypt. 

5.  Conclusion 

This paper presents an approach for helping 
policy/decision makers to improve animal production in 
Egypt. We visualize and analyze different factors such as 
"Diseases", "Climate", "Soil Pollution", "Veterinary care" 
and "Economical factors" which affect the animal 
production in Egypt. The paper takes in consideration 
influence of each factor because importance and influence 
of each factor differs according policy/decision makers 
point of view. In this research we aim to present the best 
way to visualize animal diseases and find the best and 
worst places in EL Sharkeya Governorate for animal 
production. We use weighted overlay spatial analysis to 
indicate that the worst veterinary unit in EL Sharkeya 
Governorate is Kofor Negm unit. This unit contains the 
highest diseases frequency and with weight equal 3, where 
as the best veterinary units are El Qeniat, El Zenkalon, 
Belbess, El Azezia and El Ketawia. The later units contain 
the lowest diseases frequency and with weight equal to 9. 
On the other hand we try to present other factors and study 

their influence on the decision making. For instance, we 
supposed the following: 

• The weighted diseases output layer influence is 
50%. 

• Economical factor influence represents 18%. 
• Soil Pollution and Climate factors influence 

represent 16% for each factor.  
Anyway the influence of each factor can be changed 
according its importance at any time. The result of the 
weighted overlay for factors that affects animal production 
in Egypt is represented in Fig (12). As shown in this figure 
the value 3 represents the worst places for animal 
production in EL Sharkeya governorate and the value 8 
represents the best places.  
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Abstract  
The Research on the betterment of IDS and IPS 

is an avalanche process wherein each footstep 

paves way for new research work. In this 

regard This paper is a survey sheet on my 

research with respect to the implementation of 

Agents in the NIDS, first the paper depicts the 

OSI, later the impact of NIDS and the 

implementation of Agents in NIDS and it give a 

overview of the role of Agents in Basic Security 

Model and OSI reference and TCP/IP Model   

 

Keywords : IDS,IPS,NIDS,TCP,IP,OSI. 

 

1. An Overview of the Open Systems 

Interconnection Model 

A NIDS is placed on a network to analyze 

traffic in search of unwanted or malicious 

events. Network traffic is built on various 

layers; each layer delivers data from one point 

to another. 

 
Figure 1. OSI and TCP/IP Model 

The OSI model and transmission control 

protocol (TCP)/IP model show how each 

layer stacks up. (See Figure 1.) Within the 

TCP/IP model, the lowest link layer controls 

how data flows on the wire, such as 

controlling voltages and the physical 

addresses of hardware, like mandatory access 

control (MAC) addresses. The Internet layer 

controls  address routing and contains the IP 

stack. The transport layer controls data flow 

and checks data integrity. It includes the TCP 

and user datagram protocol (UDP). Lastly, the 
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most complicated but most familiar level is 

the application layer, which contains the 

traffic used by programs. Application layer 

traffic includes the Web (hypertext transfer 

protocol [HTTP]), file transfer protocol 

(FTP), email, etc. Most NIDSs detect 

unwanted traffic at each layer, but concentrate 

mostly on the application layer.  

 

2. Component Types 
Two main component types comprise a 

NIDS: appliance and software only. A NIDS 

appliance is a piece of dedicated hardware: its 

only function is to be an IDS. The operating 

system (OS), software, and the network 

interface cards (NIC) are included in the 

appliance. The second component type, 

software only, contains all the IDS software 

and sometimes the OS; however, the user 

provides the hardware. Software-only NIDSs 

are often less expensive than appliance-based 

NIDS because they do not provide the 

hardware; however, more configuration is 

required, and hardware compatibility issues 

may arise.  

With an IDS, the “system” component is vital 

to efficiency. Often a NIDS is not comprised 

of one device but of several physically 

separated components. Even in a less 

complicated NIDS, all components may be 

present but may be contained in one 

device.but more specifically, the physical 

components usually include the sensor, 

management sever, database server, and 

console— 

 Sensor—The sensor or agent is the 

NIDS component that sees network 

traffic and can make decisions 

regarding whether the traffic is 

malicious. Multiple sensors are 

usually placed at specific points 

around a network, and the location of 

the sensors is important. Connections 

to the network could be at firewalls, 

switches, routers, or other places at 

which the network divides.  

 Management server—As the 

analyzer, a management server is a 

central location for all sensors to send 

their results. Management servers 

often connect to sensors via a 

management network; for security 

reasons, they often separate from the 

remainder of the network. The 

management server will make 

decisions based on what the sensor 

reports. It can also correlate 

information from several sensors and 

make decisions based on specific 

traffic in different locations on the 

network. 
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 Database server—Database servers 

are the storage components of the 

NIDS. From these servers, events 

from sensors and correlated data from 

management servers can be logged. 

Databases are used because of their 

large storage space and performance 

qualities.  

 Console—As the user interface of the 

NIDS, the console is the portion of the NIDS 

at which the administrator can log into and 

configure the NIDS or to monitor its status. 

The console can be installed as either a local 

program on the administrator’s computer or a 

secure Web application portal. Traffic 

between the components must be secure and 

should travel between each component 

unchanged and unviewed. Intercepted traffic 

could allow a hacker to change the way in 

which a network views an intrusion. 

 

2.1 NIDS Sensor Placement 
Because a sensor is the portion of the NIDS 

that views network traffic, its placement is 

important for detecting proper traffic. Figure 

2 offers an example of how to place a NIDS 

sensor and other components. There are 

several ways to connect a NIDS sensor to the 

network— 

 
Figure 2. NIDS PLACEMENT 

 Inline—An inline NIDS sensor is 

placed between two network devices, such as 

a router and a firewall. This means that all 

traffic between the two devices must travel 

through the sensor, guaranteeing that the 

sensor can analyze the traffic. An inline 

sensor of an IDS can be used to disallow 

traffic through the sensor that has been 

deemed malicious. Inline sensors are often 

placed between the secure side of the firewall 

and the remainder of the internal network so 

that it has less traffic to analyze. 

 Passive—A passive sensor analyzes 

traffic that has been copied from the 

network versus traffic that passes 

through it. The copied traffic can 

come from numerous places— 
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 Spanning port—Switches often allow 

all traffic on the switch to be copied to 

one port, called a spanning port. 

During times of low network load, this 

is an easy way to view all traffic on a 

switch; however, as the load increases, 

the switch may not be able to copy all 

traffic. Also, if the switch deems the 

traffic malformed, it may not copy the 

traffic at all; the malformed traffic that 

may be the type the NIDS sensor must 

analyze. 

 Network tap—A network tap copies 

traffic at the physical layer. Network 

taps are commonly used in fiber-optic 

cables in which the network tap is 

inline and copies the signal without 

lowering the amount of light to an 

unusable level. Because network taps 

connect directly to the media, 

problems with a network tap can 

disable an entire connection. 

 

2.2  Types of Events 
A NIDS can detect many types of events, 

from benign to malicious. Reconnaissance 

events alone are not dangerous, but can lead 

to dangerous attacks. Reconnaissance events 

can originate at the TCP layer, such as a port 

scan. Running services have open ports to 

allow legitimate connections. During a port 

scan, an attacker tries to open connections on 

every port of a server to determine which 

services are running. Reconnaissance attacks 

also include opening connections of known 

applications, such as Web servers, to gather 

information about the server’s OS and 

version. NIDS can also detect attacks at the 

network, transport, or application layers. 

These attacks include malicious code that 

could be used  for denial of service (DoS) 

attacks and for theft of information. Lastly, 

NIDS can be used to detected less dangerous 

but nonetheless unwanted traffic, such as 

unexpected services (i.e., backdoors) and 

policy violations. 

 

3. Prevention 
Although the detection portion of an IDS is 

the most complicated, the IDS goal is to make 

the network more secure, and the prevention 

portion of the IDS must accomplish that 

effort. After malicious or unwanted traffic is 

identified, using prevention techniques can 

stop it. When an IDS is placed in an inline 

configuration, all traffic must travel through 

an IDS sensor. When traffic is determined to 

be unwanted, the IDS does not forward the 

traffic to the remainder of the network. To be 

effective, however, this effort requires that all 

traffic pass through the sensor. When an IDS 

is not configured in an inline configuration, it 
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must end the malicious session by sending a 

reset packet to the network. Sometimes the 

attack can happen before the IDS can reset the 

connection. In addition, the action of ending 

connections works only on TCP, not on UDP 

or internet control message protocol (ICMP) 

connections. A more sophisticated approach 

to IPS is to reconfigure network devices (e.g., 

firewalls, switches, and routers) to react to the 

traffic. Virtual local area networks (VLAN) 

can be configured to quarantine traffic and 

limit its connections to other resources. 

4. Related work -  Application of Agents to 

NIDS 

As per the ongoing Research , the concept of 

Agent as seen in SMTP, sounds better in case 

of NIDS, either for Prevention or Detection, 

here I propose the application of Agents as 

shown in figure 3. ( Agents Role in Basic 

Security Model ) 

 

 

 

Figure 3. Basic Security Model 
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As in figure 3. We can find the IDS located in all 

the layers of the security channel, wherein it 

sounds or creates hazards in distributed networks 

paving way for the intruders. 

Accordingly the implementation of Mobile 

Agents in the network monitors the network, here 

the agents work based on the NIDS that supports 

Anomaly Intrusion Detection Procedure, thereby 

the multiplicity of the IDS servers can be 

reduced. 

Further the figure 4 depicts the impact of agents 

in OSI and TCP/IP Model 

 

Figure 4. OSI Reference Model and TCP/IP 

with Agents. 

The Role of Agents as depicted in the figure 

clearly shows the performance of the NIDS work 

in all the layers at the protocol stack level. 

Since NIDS mainly concentrates on the 

Application layer ,here my research clearly shows 

the merits of IDs when implemented at each 

layer. Wherein individual agents with AIDS & 

NIDS work autonomously at each layer for each 

protocol. 

In case of TCP, if Three way handshaking is to be 

considered, there is a possibility of attack during 

the time interval period in receiving the SYN 

from the receiver, with the invent of agents in the 

TCP/IP Protocol suite, it overcomes the misuse of 

services. 

Conclusion   

In this Paper I have just proposed a novel 

approach for implementing the Agents at the 

Protocol Stack, further enhancing the 

performance of NIDS, more importance to be 

given to the authentication features by 

implementing the Agents at KERBEROS. 
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Abstract— there is a tremendous need by governments around 

the world to take advantage of the information revolution 

particularly the field of Enterprise resource planning and E-

government in ordered to attain the optimum method of 

recourses investment.  Traditionally e-government development 

is organized in to different phases (requirements, analysis, design, 

implementation, testing and maintenance). To assess whether              

e-government models we implementing meets all different user 

requirements in order to increase user performance.                             

E-government model with a large diversity of users suffer from 

failures to satisfy heterogeneous requirements.  A solution for 

this damaging situation is by deeply and in detail studying and 

analyzing user satisfaction factors. The future development try to 

avoid such unsatisfied factors which disturb user and minimized 

there performance. E-government is considered as hot topic 

tackled by many researchers as it is considered as future fact 

especially for the developing countries. This research introduces 

a case study: Analytical study to Measure Employee satisfaction 

in Jordan e-government applications: E- Diwan Project- in prime 

minister office in Jordan.  

Keywords: e-government, Satisfaction, E-Diwani,  ERP 

I.  INTRODUCTION  

Amongst the many tools being developed to fight against 
corruption, lately there has been much focus on e-government 
using Information and Communication Technology (ICT) to 
open up government processes and enable greater public access 
to information. Usage of the term e-government is of recent 
origin and there is no commonly accepted definition [1].                    
E-Government is understood as the use of emerging ICTs like 
Internet, World Wide Web and mobile phones to deliver 
information and services to citizens and businesses.  It can also 
include publication of information about government services 
on a web site, for example so that citizens can download 
application forms for a variety of services.   It can also involve 
the actual delivery of services, such as filing a tax return, 
renewing a license, etc. and moreover sophisticated 
applications include processing on-line payments. 

In developed countries, these services are offered in a self-
service mode through internet portals, which are a single point 
of interaction for the citizen to receive services from a large 

number of departments.  In developing countries, on-line 
services counters may operate in a department offering services 
related only to that department.  In some countries, citizen 
service centers have been created at convenient locations where 
citizens can access on-line services of several departments.  
These counters are operated by department/private operators, 
and the citizens do not directly interact with computer screens.  
Collection of payments is often then handled through 
conventional means.  In addition to such service centers, 
citizens may also be able to access service delivery portals.  

The benefits to citizens and businesses from on-line delivery of 
services include convenience (location and time) and shorter 
waiting periods.  In addition, E-Government systems may lead 
to greater transparency, resulting in reduced administrative 
corruption [43]. 

II. E-GOVERNMENT IN JORDAN 

E-Government is a National Program initiated by his 
Majesty King Abdullah II.  The purpose of this program is to 
enhance the performance of government in terms of service 
provision, efficiency, accuracy, time and cost effectiveness, 
transparency, high level of customer satisfaction, cross-
Governmental integration, and much more of elements related 
to the style the Government of Jordan works and perception of 
others to the Government [4]. 

The e-Government Program will support government 
transformation, using ICT tools to achieve the ultimate 
National goals. This transformation process requires a focal 
point of contact to coordinate the efforts between Government 
entities and support them with best practices and subject matter 
expert. Therefore, the Ministry of Information and 
Communications Technology (MoICT) was assigned to take 
the lead in implementing the e-Government Program, 
facilitating and providing support whenever needed to 
Government entities. For this purpose, MoICT has established 
a Program Management Office (PMO) and hired subject matter 
experts in areas of project management, change management, 
technical management and support services, risk management, 
quality management and other competencies.  
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The role of e-Government program is to plan, facilitate, 

manage and supervise the implementation of the following: 
Business Process Re-engineering (BPR) towards better and 
more efficient processes, human performance development 
(including knowledge transfer and training), organizations 
review and re-structuring to have more efficiency.  
Additionally, the e-Government deploys best practices and 
latest technologies to enable Government stakeholders 
implement new processes and create a knowledge-based 
community [3]. 

The e-Government vision is to be a major contributor to 
Jordan's economic and social development by providing access 
to Government e-Services and information for everyone in the 
Kingdom irrespective of location, economic status, ICT ability 
and education .The mission of e-Government is to manage the 
transformation of the government towards a more "customer-
centric” approach in the delivery of services by means of 
appropriate technology, knowledge management and skilled 
staff to implement e-Government initiatives and programs that 
are relevant and affordable to the citizens of Jordan.   E-
Government Program is a major contributor to the Government 
of Jordan’s administrative reform [3]. 

III. E-GOVERNMENT SOLUTIONS IN JORDAN: 

CNS (computer network systems group) has been selected 
as one of the five prime companies for the development of the 
E-Government in Jordan.   In addition to that, we have been 
working with government ministries, agencies, and 
departments prior to being selected, and after being selected for 
the development of each of these agencies unique solutions. 
One of the projects we have worked on is the E-Diwan of the 
Prime Ministry of Jordan. The E-Diwan is an e-service at the 
Prime Ministry’s website designed for allowing other 
ministries and government departments to browse their 
incoming mail online before receiving it through regular mail. 
The system is designed to allow certain users at GoJ ministries 
and departments to log onto a secure area of www.pm.gov.jo 
and retrieve their incoming mail from the archive system at the 
Prime Ministry. Prime Ministry officials on the other hand are 
able to check who logged on and retrieved their 
correspondence online 

Prime Ministry website & online application 
(www.pm.gov.jo): CNS was responsible for the design and 
development of this website. It was done based on the e-
government look and feel, which was chosen according to the 
first two fast-track projects finished in 2002. It has a facility 
that enables the visitor from viewing the latest decisions and 
news the PM has taken on a daily basis. The visitor can also 
trace back Jordanian governments since the establishment of 
The Hashemite Kingdom of Jordan. The website has a section 
that deals with e-government that is developed by CNS as well, 
and is called “E-Diwan”.  

IV. E-DIWAN 

The “E-Diwan” is an e-service at the Prime Ministry’s 
website designed for allowing other ministries and government 
departments to browse their incoming mail online before 
receiving it through regular mail.  The system in its first phase 

is designed to allow certain users at GoJ ministries and 
departments to log onto a secure area of www.pm.gov.jo and 
retrieve their incoming mail from the archive system at the 
Prime Ministry. The officials on the other hand are able to 
check who logged on an retrieved their correspondence online. 
The technologies used for this system were ORACLE, ASP, 
Cold Fusion, Perl, and Docuware (ARCHIVING SYSTEM). 

V. USER SATISFACTION:  

User satisfaction has received considerable attention of 
researchers since the 1980s as an important proxy measure of 
information systems success [7],[8]Several models for 
measuring user satisfaction were developed, including the user 
information satisfaction instrument [22] and a 12- item EUCS 
instrument [12],[.   In one of the early studies, Bailey and 
Pearson (1983) developed a tool for measuring and analyzing 
computer user satisfaction of 39 items [6].  This instrument 
included many factors ranging from information quality, 
systems performance, personal relationship with electronic data 
processing (EDP) staff and top management involvement.   
Limitations of the study involved small sample size (29 valid 
data) and difficulty of applying the questionnaire.  Baroudi et al 
[7] adopted the instrument by Bailey and Pearson [7] and 
examined causal relations of user involvement on system usage 
and information satisfaction.  They concluded that user 
involvement in the development of information systems 
enhances both system usage and User's satisfaction with the 
system.  

Ives et al [22] developed a User Information Satisfaction (UIS) 
instrument to measure user's general satisfaction with the 
information provided by the data processing group of the 
organization.  Limitations of the study included use of an 
instrument that was based on the data processing computing 
environment.  The emphasis was on computing tasks that were 
carried out by the data processing group in an organization. 
The measuring scale was semantic differential rather than 
Likert-scale type scaling.  Due to the limitations of this study, 
this instrument is not used as much as the EUCS instrument 
developed by Doll and Torkzadeh [14].  

Doll and Torkzadeh developed a 12-item EUCS instrument by 
contrasting traditional data processing environment and end-
user computing environment, which comprised of five 
components: content, accuracy, format, ease of use, and 
timeliness.  Their instrument was regarded as comprehensive, 
because they reviewed previous work on user satisfaction in 
their search for a comprehensive list of items.  They included 
measurement of ease of use and this was not included in earlier 
research. 

VI. AIMS OF THE RESEARCH: 

The aim of this research is try to evaluate user satisfaction 
through evaluating some user satisfaction factors in both 
systems’ related and works’ related attributes in e-government 
in Jordan.  These attributes will be reveled and confirmed 
through survey on how much users are satisfied from e-
government services (E-Dwain) in Jordan. 
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VII. THE RESEARCH PROBLEM: 

The problem in this research is the one size fit all approach as 
well as the stereotyped image of what will satisfy user from the 
e-government project team toward building e-government 
model, which may not suite user depending on many factors 
[7],[22],[8] this could leads to a waste of money to invest in the 
traditional web building machines.  Therefore, a more suitable 
approach in defining user requirements is needed. 

                            Study questions: 

What are the relationships between users’ satisfaction and 

work related attributes? 

Study hypothesis: 

H1: There is a Positive direct Relationship between User 

satisfaction and utilizing E-Diwan system and work related 

attributes. 

H1.1: There is a positive direct relationship between user 

satisfaction and users’ Degree of training. 

H1.2: There is a positive relationship between user satisfaction 

and users’ Understanding of systems. 

H1.3: There is a positive relationship between user satisfaction 

and the degree of top management involvement. 

H1.4: There is a positive relationship between user satisfaction 

and users’ Feeling of control. 

 

Research methodology 

 

Two approaches were highlighted by Alkhaldi [3] that research 

methodology can be consequent from.  These approaches can 

be classified into two main approaches.  These two categories 

are sometimes illustrated by different terms.  The positivistic 

approach can sometimes be described as traditional, 

quantitative, or empiricist.  While the phenomenological 

approach can be labeled as post-positivistic, subjective, or 

qualitative ,According to Alkhaldi [3] the positivistic approach 

is largely based on quantitative data.  Explaining causality 

requires the establishment of relationships between variables 

and linking them to a certain theory.   The benefits of 

positivistic approach are cost effective and speed in data 

collection, the ease of analysis, apposite for testing hypotheses 

and determining relations between variables and establishing 

the reliability and OF DATA.  

The phenomenological approach or post positivistic, on the 

other hand, has emerged as a result of denunciation of the 

application of positivistic approach in social science.  

 

 

 

 

 

 

 

 

 

STUDY POPULATION AND SAMPLE: 

The study population is user for “E-Diwan” who uses the 

system in order to get information or to achieve different 

services. A purposeful sampling methodology will be adapted 

in order of the sample to will be representative and to reflect 

the study objectives. 

 

                Data collection and information resources: 

 

The data and information will be gathered from two 

resources: the Primary resources: User satisfaction survey 

which will be designed to get the primary resources, and the 

secondary resources: through books and the scientific 

references concerned with the study subject. 

 

Suggested statistical methods: 

 

EQS 6.1 is an advance statistical tool which will be utilized in 

order to analyze collected data, and the following Statistical 

Methods Are Suggested: Cronpach Alpha For Reliability Test. 

Descriptive Analysis.Factor Analysis; Explanatory and 

Confirmatory Structural Equation Modeling. 

 

Confirmatory Model Testing: 

 

Work Related Attributes Test Model Degree of Training: 

H1.1: There is a positive direct relationship between user 

satisfaction and users’ Degree of training. 

The review of the hypothesized model reveals that the t-

value (t=4.2) of the completely standardized coefficient of 

training → WRA regression path is significant.  The 

structural equation fit is as follows, The coefficient of 

determination R² of the training (regression path: training → 

WRA) = 0.14 shows that 14% of the total variance in WRA 

creation activities was accounted for by the training. 

 

- Understanding of the System:  

 

H1.2: There is a positive relationship between user 

satisfaction and users’ Understanding of systems . 

The review of the hypothesized model reveals that the t-

value (t=9.3) of the completely standardized coefficient of 

Understanding → WRA regression path is significant.  The 

structural equation fit is as follows, The coefficient of 

determination R² of the Understanding (regression path: 

Understanding → WRA) = 0.65 shows that 65% of the total 

variance in WRA creation activities was accounted for by the 

Understanding.  

 

     - Top Management Involvement:  

 

H1.3: There is a positive relationship between user 

satisfaction and the degree of top management involvement 

The review of the hypothesized model reveals that the t-

value (t=4.8) of the completely standardized coefficient of 
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Top management → WRA regression path is significant.  

The structural equation fit is as follows, The coefficient of 

determination R² of the Understanding (regression path: 

Understanding → WRA) = 0.17 shows that 17% of the total 

variance in WRA creation activities was accounted for by the 

Top management.  

 

Feeling of Control:  

 

H1.4: There is a positive relationship between user 

satisfaction and users’ Feeling of control. 

The review of the hypothesized model reveals that the t-

value fixed of the completely standardized coefficient of 

Feeling of control → WRA regression path is significant.  

The structural equation fit is as follows,  

The coefficient of determination R² of Feeling of control 

(regression path: Feeling of control → WRA) = 0.52 shows 

that 52 % of the total variance in WRA creation activities 

was accounted for by Feeling of control. 

 

 
 

VIII. RESULT AND RECOMMENDATION 

This resaerch began with the observation that measuring a 

success of information technology system which requires first, 

a new settlement of what make a IS a success and from what 

point of view the organization or the user satisfaction or both.  

This research  has investigated major questions. ‘What are the 

characteristics of a successful IS system?’ ‘How  to measure 

user satisfaction in complex systems like e-government?’ ‘Why 

to measure user satisfaction as the main indicator and not 

organization satisfactions?’  To answer these questions, the 

study utilizes, redefines and then expands [38];[39];[40]; ];[18].  

  Literature and the model which clearly highlight that “IS 

Success” which is a field containing much debate.  A 

questionnaire survey was performed on the context of Jordan 

environment to increase the understanding of the factors 

effecting IT success mainly user satisfactions, to quantify the 

factors of interest and to test for their autonomous and shared 

effect and relationship to IS success in a complex system.   The 

research utilized advanced multivariate statistical techniques 

(CFA and SEM enabled by EQS 6.1 software).  This led to a 

number of compelling findings.   

IX. SUMMARY OF THE MAIN FINDINGS 

The overall results of the empirical investigation did support 

the general framework.  Using confirmatory factor analysis, the 

user satisfaction hypotheses developed for this research was 

tested and the model were also verified.   IT satisfaction factors 

seen by work (WRA) related factors were confirmed.    

The results indicated that the phases of user satisfaction from 

complex systems. in the Degree of training test highlight that  

that there is dissatisfaction to the time spent on training hours 

and the overall there are a general satisfaction of the system 

depending on training. Also in the Understanding of system 

test, Confirmed that the degree of understanding there is 

general satisfaction. Moreover, the Top management 

involvement test shows that the degree of Top management 

involvement is less satisfying. Also the Feeling of control test 

clearly indicates that the degree of Feeling of control is 

satisfying that refers to less sufficient training and 

understanding the system. In the Job effect test it is indicated 

that the degree of Job effect is satisfying. 
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Abstract 
Radio frequency identification (RFID) is a technology that 
employs basic identifier of an object embedded in a chip, 
transmitted via radio wave, for identification. An RFID Card 
responds to query/interrogation irrespective of ‘Who’ holds the 
Card; like a key to a door. Since an attacker can possess the 
card, access to such object can therefore be easily 
compromised. This security breach is classified as an 
unauthorized use of Card, and it forms the bedrock for RFID 
Card compromise especially in access control. As an on-card 
authentication mechanism, this research proposed a concept 
termed Bio-Thentic Card, which can be adopted to prevent this 
single point of failure of RFID Card. The Bio-Thentic Card was 
fabricated, tested and assessed in line with the known threats, 
and attacks; and it was observed to proffer substantive solution 
to unauthorized use of RFID Card vulnerability. 
 
Key words: Vulnerability, unauthorized, mitigation, 
authentication, communication, access control system 
 

I. INTRODUCTION 
Radio frequency identification (RFID) technology is a 
technology that has gained wider adoption into the human 
everyday life since its first usage in identification friend or foe 
(IFF) during the II world war [1, 3]. RFID is characterized by its 
ubiquitous nature, flexibility, mobility and integratability, 
which has contributed to its adoption in places such as access 
control system, conveyor control system, banking notes, item 
identification e.t.c. While RFID pros have greatly improve 
other technology, its cons has also generated series of security 
and privacy challenges [2, 3, 6] some to the detriment of the 
system being integrated into [4, 5]. However, such challenges are 
not limited to only RFID systems, but peculiar to RFID 
systems, are attacks such as relay attack, cloning, clandestine 
tracking, unauthorized tag read, and unauthorized tag use [2, 6, 8] 
. Un-authorization of card use is a general challenge in access 
control system; hence, most systems would require a secondary 
control mechanism.  
However, the integration of the RFID tag into access control 
Card otherwise known as RFID Card has further complicated 
the challenges in access control cards leading to  greater trade-
offs  in security and privacy[3, 6,7, 8]. Access control RFID card 
do not provide on-card authentication system hence is openly 

vulnerable to attacks that breach the confidentiality of a secured 
system. RFID Card responds to interrogation from an RFID 
Reader irrespective of ‘who’ holds the card, or whether the 
subject has the required privilege to do so. This lack of 
authorization priori to interrogation can be said to be the 
principal point of failure of the RFID Card. For instance, 
consider the situation where an unauthorized subject with 
malicious intent or the otherwise, gains access to a classified 
data through a stolen RFID Card and consequently jeopardize 
the confidentiality of the system under protection. It suffixes to 
note that, to the best of our knowledge, no known 
countermeasure addressed this single point of failure of the 
RFID Card.  
However, mitigating this critical point of failure is not as trivial 
as it sounds. Faraday shield model in [1] is popular method 
(aluminum-foiled wallet for example) of shielding the RFID 
Card from unauthorized tag reading, thus enhancing the privacy 
protection of the RFID tag. The unauthorized tag use as applied 
to RFID Card is the main goal of this paper as analyzed in [31]. 
The remaining of this paper is organized as follows. Section II 
highlights the related research works on RFID tag with 
reference to its physical layer, discusses the principal point of 
failure of the RFID Card. Section III introduces the concept 
used in this study, detailed the design and result of this study. 
Section IV presents the analysis and the conclusion of this 
concept. 

II. RELATED RESEARCH 

RFID Card is a composition of antenna unit, memory unit, 
processing unit, and a tag, which communicates with an RFID 
Reader wirelessly using the near field coupling principle. Over 
the past decades researchers have worked extensively on the 
RFID system but interest on RFID on-card authentication 
system have received minimal attention. According to [4, 9], 
the physical layer of the RFID system is the perimeter defense 
line for security tightening in RFID system. RFID 
authentication protocols [10, 11, 12, 13, 14] are designed to mitigate 
communication attacks between the tag and the Reader. 
Similarly, various lightweight cryptographic protocols and 
techniques [15, 16, 17, 18, 19, 20,] have also been designed to combat 
security vulnerabilities in the RFID system. However, these 
authentication practices do not apply to the tag end of the 
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physical layer of the RFID system. Additionally, techniques 
such as blocker tag [21], RFID guardian [22], RFID zapper [23], 
Faraday shield [30] and clipped tag [24] are mitigation to distance 
attacks, which does not necessarily translate affect RFID cards 
due to short range of communication. However, in [25], a 
framework for user’s authentication procedure was modeled 
using fingerprint authentication through reader-system 
authentication process, a similar process to [26] which is adopts 
a two-factor authentication system based on combined 
fingerprint recognition and smart RF Card verification. They 
however failed to address the underlying problem of the on-
Card authentication of the RFID card. In [27, 28] different 
categories of RFID card suitable for different security 
integration were designed but they lacked the core and essential 
component of card security: user authentication. [31] gives a 
detailed analysis of the challenges in RFID card with reference 
to its physical layer. Table 1 gives the summary of the various 
countermeasures proposed against the physical layer 
authentication vulnerabilities.  
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√ 

Faraday Cage  √ × × × √ √ √ √ × 

Authentication 

protocol  
√ × × √ √ √ √ √ × 

Clipped Tag  √ × × √ √ √ × √ × 

Anti-counterfeiting √ × √ √ √ √ √ × × 

Biometric 

authentication 
× × × × × × × × √ 

Labeling ONLY create awareness for users 

 

Controllable Tag  √ × × √ √ √ √ √ × 

 
The physical layer identification technique [29] addresses 
cloning of tags, and proves that no two tags can have the same 

fingerprint. Furthermore, controllable tag[27] addressed the issue 
of unauthorized tag read, thus curbing one of the principal 
source of attacks on RFID tag.  However, on-card 
authentication vulnerability, which is a major security 
challenge, have received little or no attention as shown in Table 1 
Countermeasure such as clipped tag, and fingerprint biometric 
authentication [25] can be combined in a digitalized manner to 
curtail this challenge. In the next session we, present our 
concept of Bio-Thentic Card as a concept of On-Card 
authentication process, which is a combination of digitalized 
controllable clip tag and fingerprint authentication system.  
 

III. ON-CARD AUTHENTICATION CONCEPT 

The architecture of the RFID Card reveals that 
communication between the Card and the Reader is hinged on 
the interconnection between the antenna unit and the tag inside 
of the Card. The antenna (usually rectangular spiral) unit of the 
RFID card is the medium of interaction between the tag of the 
RFID Card and the RFID Reader. Hence, the connectivity, 
transmission range and power supply to the RFID tag is a 
function of the antenna unit. Suppose we represent the 
communication process as Cp which is the integration of the 
antenna unit joints (Auj), and the RFID tag (Rt). For the sake of 
this paper, we represent every other parameter surrounding the 
RFID tag such as battery, memory unit, as RFID tag. We also 
assume that the antenna unit is the suitable antenna for RFID 
card. The communication process, Cp is given by equation (i).  
 

Cp  = ∑ (  ∑ Rt  x Auj )  (1) 
 
If Auj = 0, then, the communication process Cp presented in 
equation (i) becomes: 
 

Cp  = ∑ (  ∑ Rt  x 0) = 0   (2) 
 
This illustrates that if the possible contact between the RFID 
tag and the antenna unit can be disconnected such that the total 
corresponding antenna unit connection is zero, then, the 
antenna communication process (Cp) will be zero. With this 
criteria, we observed that the unauthorized use of card 
vulnerability in the RFID Card can be mitigated using the 
combination of digitally clippable tag-antenna-joint, and a 
biometric authentication system, preferably, fingerprint, as 
analyzed in [31]. Furthermore, we observed that a strategic 
placement of a digitally controllable hinge between the antenna 
and the tag in such as way that the antenna forms a shield 
around the tag, when totally disconnected from the tag, will 
prevent privacy disclosure, tracking and all radio wave related 
attacks. When this clippable joint is then strictly controlled by 
an authentic subject, the single point of failure of the RFID 
Card can thus be mitigated. We termed this concept Bio-
Thentic Card (BTC), which is the integration of biometric 
component into the RFID tag 
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Table 1: Countermeasure to physical layer Authentication 
Challenges 
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IV. RESEARCH METHOD 

Our research aimed at conceptualizing an RFID Card (which 
we called BTC) which can mitigate the unauthorized Card use 
vulnerability. In order to achieve our aim, we designed our 
methodology into three distinct stages.  
Stage1: this stage comprises the design, calibration, simulation 
and fabrication of the card antenna unit. In this stage, we 
analyzed thoroughly; the suitable positioning, and control of the 
clippable joint, such that the Card will respond to interrogation 
only through the contact from the clip joint.  
Stage2: this stage involves the acquiring, authenticating, 
securing and storage of the biometric authentication process, 
fingerprint in this case. We carefully considered the choice of 
the fingerprint module to use in line with information security 
practices such as security of the fingerprint module (live 
fingerprint detection, and false error rate) and secure code 
development practice. 
Stage3: this stage involves the integration of the various 
modules, and the control module. The result and testing process 
is detailed in the next session. The control unit integrates the 
biometric fingerprint and the fabricated antenna unit into a 
single module controlled by a microcontroller. Figure 1 gives a 
detailed description of the our designed methodology 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

The Output from the clip joint and the Faraday cage must be 
‘Yes’ before stage1 can be passed to stage2 as shown in Figure 
1. The communication between stages 1, 2 and 3 is illustrated in 
Figure 2. We designed a rectangular loop antenna consisting of 
stripped copper lines, with external dimension of 54x33mm, 
0.5mm width, 7 turns, 1mm spacing and 0.035mm thickness 
using a computer simulation technology (CST) studio as shown 
in Figure 3 and 4. The design comprises a PCB made of FR4-
lossy dielectric material with thickness of 1.6mm, dimension of 
60x40mm, relative permeability of 1, and relative electric 
permittivity of 4.55. 
We integrated the clipped joint as shown in Figure 3 through 
the fabrication process of the card antenna unit with a 
13.56MHz RFID tag (see Figure 5). The digitalized controllable 
hinge was introduced through a miniature relay of 1A, 5V 
direct current, and internal coil resistance of 166ohms. Upon 
simulation, we arrived at an S-parameter value of -2.730712, 
which we considered as suitable for our experimental purpose 
as illustrated in Figure 4.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

STAGE 1 

STAGE 2

ST
A

G
E

 3
 

Figure 1: Design Flow Process

Match

Fa
br

ic
at

io
n 

an
d 

re
al

 ti
m

e 
ve

rif
ic

at
io

n 
U

ni
t 

CONTROL UNIT Matching unit 

Feature extraction unit Acquire the 
fingerprint

Template

No match

Sens

Study of antenna design system Determine the number of 
turns, dimension and 

positioning of the coil, 

Determine the antenna orientation 
and the height of the dielectric 

substrate 

Simulation (using CST 
software) N

ot
 su

ita
bl

e 
fo

r a
 1

3.
 

Design clip joint and 
simulate 

Design a digital 
controllable Faraday cage  No

Yes

No 

Yes 

Yes

(IJCSIS) International Journal of Computer Science and Information Security, 
Vol. 10, No. 7, July 2012

65 http://sites.google.com/site/ijcsis/ 
ISSN 1947-5500  



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

V. BIO-THENTIC CARD (BTC) 

A secured fingerprint module was adopted for the biometric 
authentication process. Moreover, it was designed as an on-card 
biometric match system. Two distinct fingerprints of the 
authentic user are required for the operation of the Card. 
Additionally; we stored other fingerprints templates for testing 
purpose, and tagged them with various identities. The 
communication process shown in Figure 4 depicts the link 
between the fingerprint module, and the antenna unit of the card 
controlled by the control unit. Visual description of the BTC is 
given in Figure 5.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  
 
The control unit was designed using an Atmel AVR-Atmega-

8515 microcontroller securely coded using assembly language 

and AVR studio 4. However, different light emitting diodes 

(LEDs) were used as indicator on the state of the Card at any 

given point in operation (see Table 2).  

VI. DISCUSSION 

We tested the concept following the procedure stated in Figure 
6, and it responded as programmed, practically denying access 
to unauthorized user.  
Furthermore, we subjected BTC to different degree of risk 
assessment, a process synonymous with fault testing in 
electronics, or penetration testing in networking environment. 
In order to evaluate this concept, we demonstrated the 
following risk assessment processes.  
Tag Manipulation: we placed the Card at various angles, 
proximities and direction to an RFID reader without due 
authorization from the authentic user. However, there was no 
interrogation. Clip joint circumvention: We assumed that an 
attacker could gain access to the internal architecture of the 
Card (which is practically infeasible). We bridged the clip joint 
using connecting cables at first, and later using a 5v supply unit.  
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Figure 2: Communication process of the Bio-Thentic Card 

Figure 3: Antenna structure  

Figure 4: S-parameters as a function of frequency 

Figure 5: Fabricated Result of Antenna Unit 
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The former could not initiate the interrogation but the later 

attempted to trigger the switch trigger (a 5v relay in this case). 

Fingerprint manipulation: We forged an OHP film fingerprint 

of the residue print on the surface of the scanner. This forges 

film was then disguised as an authentic user. The evaluation 

process further proved the security potency of this concept. The 

fingerprint manipulation could not initiate interrogation due the 

secured practice exhibited in the requirement for authorization.  

However, we discovered that unauthorized tag use could be 

mitigated with this concept. In addition , a securely design 

process, and a more aligned fabrication process of the clip joint,  

such attack is practically infeasible or extremely expensive. 

Other forms of risk associated with the typical RFID Card can 

thus be successfully mitigated 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Templat

e label 

Atmega-

8515 

Pin-out 

Control 

Effect 

Indication 

A and B PORTB, 

6:4 

PORTD 7 

Miniature / 

Green-LED 

Authorized user with 

access permission, 

access granted 

C PORTD, 6 Yellow-

LED 

Authorized user 

without access 

permission, access 

denied 

D PORTD, 5 Blue-LED Unauthorized user, 

access denied 

E PORTD, 4 Red-LED Unauthorized user, 

access denied (and 

further warning may 

be indicated  

Table 2: Control Output Indication 

POWER-ON THE
CONTROL UNIT 

When finger = Right-index, 
Yellow-LED activated:     When 
finger = Right-thumb, Blue-LED 

activated:       When finger = 
unknown, Red-LED activated on 
the Card for a duration of 2sec. 

Place the left-
index finger on 
the fingerprint 

module 

Place the left-
thumb finger on 
the fingerprint 

module 

Card responds to 
interrogation 
and indicator 

ON. 

Place the card 
closer to the 
RFID reader 

Place other finger on
the fingerprint 

module 

Place the card closer
to the RFID reader 

No interrogation responds 
from the RFID reader, and 
a corresponding level of 
authority is activated. 

Figure 6a: Testing Procedure for Authentic User 
Figure 6b: Generic Testing Procedure 

STEPS INDICATOR
Power ON the control 

module 

Place the LEFT-INDEX 
finger on the fingerprint 

Module, for1sec. 

Place the LEFT-
THUMB finger on the 
fingerprint Module, for 

1sec. 

Place the Bio-Thentic 
Card closer to the 

RFID Reader 

The Bio-Thentic Card 
responds to 

interrogation 

One time Beep sound, Blue 
light on the fingerprint 

module, Power-ON LED 
activated 

One time Beep Sound, 
Blinking blue light on the 

fingerprint module  

One time Beep sound, once 
blink of the blue light on the 

fingerprint module, green 
LED activated for  

The Card is activated for 
duration, based on the level 
of user’s responsiveness, 3-

seconds in this case. 
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VII. CONCLUSION 
 

The main contribution of this paper is derived from the research 
carried out on authentication of an RFID card holder, on the 
card itself. This is predicated on the fact that the confidentiality 
of a system that adopts the use of RFID Card is vulnerable to 
unauthorized use. This paper therefore presents a concept of on-
card authentication system as a preventive measure against 
unauthorized use of RFID Card. An on-card authentication 
system called Bio-Thentic card was designed, fabricated and 
evaluated. Furthermore, the Card was subjected to various 
known attacks, as a risk evaluation measure. The Bio-Thentic 
card proves to mitigate unauthorized Card use, and 
consequentially, prevents most known attacks against the RFID 
Card.   
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1. Introduction 

One of the most prevalent network attacks used 

against individuals and large organizations 

alike are man-in-the-middle (MITM) attacks. 

Considered an active eavesdropping attack, 

MITM works by establishing connections to 

victim machines and relaying messages 

between them. In cases like these, one victim 

believes it is communicating directly with 

another victim, when in reality the 

communication flows through the host 

performing the attack. The end result is that the 

attacking host can not only intercept sensitive 

data, but can also inject and manipulate a data 

stream to gain further control of its victims [1]. 

The address resolution protocol (ARP) is a 

TCP/IP protocol used by computers to map 

network addresses (IP) to physical addresses 

(MAC). The protocol has proved to work well 

under regular circumstances, but it was not 

designed to cope with malicious hosts. By 

performing ARP cache poisoning or ARP 

spoofing attacks, an intruder can impersonate 

another host MITM. 

 

The paper is organized as follows: In first 

section, we give a detailed description of ARP 

cache poisoning. Then, we show how ARP 

cache poisoning attack can be conducted using 

Cain and Abel, how password stealing and  

 

phishing can be conducted through ARP cache 

poisoning, how XArp is used to detect ARP 

cache poisoning attack, and how ARP Freeze is 

used to prevent ARP cache poisoning attack. 

Finally, we conclude. 

 

2. ARP Cache Poisoning 

In the first section of this paper we will take a 

look at ARP cache poisoning. One of the oldest 

forms of modern MITM attack, ARP cache 

poisoning (sometimes also known as ARP 

Poison Routing) allows an attacker on the same 

subnet as its victims to eavesdrop on all 

network traffic between the victims. It is one of 

the simplest to execute but is considered one of 

the most effective once implemented by 

attackers [2]. 

2.1.   Normal ARP Communication 

The ARP protocol was designed out of 

necessity to facilitate the translation of 

addresses between the second and third layers 

of the OSI model. The second layer, or data-

link layer, uses MAC addresses so that 

hardware devices can communicate to each 

other directly on a small scale. The third layer, 

or network layer, uses IP addresses (most 

commonly) to create large scalable networks 

that can communicate across the globe. The 

data link layer deals directly with devices 

connected together where as the network layer 

deals with devices that are directly connected 

AND indirectly connected. Each layer has its 
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own addressing scheme, and they must work 

together in order to make network 

communication happen. For this very reason, 

ARP was created with RFC 826, “An Ethernet 

Address Resolution Protocol” [10].  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1: The ARP Communication Process. 

The nitty gritty of ARP operation is centered 

around two packets, an ARP request and an 

ARP reply. The purpose of the request and 

reply are to locate the hardware MAC address 

associated with a given IP address so that 

traffic can reach its destination on a network. 

The request packet is sent to every device on 

the network segment and says “Hey, my IP 

address is XX.XX.XX.XX, and my MAC 

address is XX:XX:XX:XX:XX:XX. I need to 

send something to whoever has the IP address 

XX.XX.XX.XX, but I don’t know what their 

hardware address is. Will whoever has this IP 

address please respond back with their MAC 

address?” The response would come in the 

ARP reply packet and effectively provide this 

answer, “Hey transmitting device. I am who 

you are looking for with the IP address of 

XX.XX.XX.XX. My MAC address is 

XX:XX:XX:XX:XX:XX.” Once this is 

completed the transmitting device will update 

its ARP cache table and the devices are able to 

communicate with one another [6], [11]. 

 

2.2.  Poisoning the Cache 

ARP cache poisoning takes advantage of the 

insecure nature of the ARP protocol. Unlike 

protocols such as DNS that can be configured 

to only accept secured dynamic updates, 

devices using ARP will accept updates at any 

time. This means that any device can send an 

ARP reply packet to another host and force that 

host to update its ARP cache with the new 

value. Sending an ARP reply when no request 

has been generated is called sending a 

gratuitous ARP. When malicious intent is 

present the result of a few well placed 

gratuitous ARP packets used in this manner can 

result in hosts who think they are 

communicating with one host, but in reality are 

communicating with a listening attacker [12]. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2: Intercepting Communication with ARP Cache 

Poisoning. 
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3. ARP Cache Poisoning Attack and 

Detection 

 

ARP cache poisoning attacks allow an attacker 

to silently eavesdrop or manipulate all your 

data that is sent over the network. This includes 

documents, emails and VoiceIP conversations. 

ARP spoofing attacks are undetected by 

firewalls and operating system security features 

[9].  

  

3.1.  Using Cain & Abel and XArp tools  

 

Let us take the given scenario above and take it 

from theory to reality. There are a few different 

tools that will perform the necessary steps to 

poison the ARP cache of victim machines. We 

will use the popular security tool Cain & Abel 

from Oxid.it [3]. Cain and Abel does quite a 

few things beyond ARP cache poisoning and is 

a very useful tool to have in your arsenal. 

 

XArp [4]  is a security application that uses 

advanced techniques to detect ARP based 

attacks. As we said firewalls don't protect you 

against ARP based attack! So, XArp has been 

developed to target this problem: it uses 

advanced techniques to detect ARP attacks and 

thus helps you to keep your data private. If a 

potential threat is detected, the program alerts 

you via pop-up message on your desktop. 

 

Now, let us show you how ARP cache 

poisoning attacks conducted using Cain and  

Abel, how password stealing and phising done 

by ARP poisoning and how XArp is used to 

detect it.  

You need to use two laptops and connect it 

wirelessly. One is the attacker’s computer; the 

other is the victim’s computer. Install Cain & 

Abel on the attacker computer. 

Then follow these procedures: 

 

1) Run XArp on the victim’s computer. 
 
 
 

2) Open Cain & Abel on the attacker’s 

computer. At main screen, select Configure, 

then click your network adapter, then 

Apply and Ok. 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

1 

2 
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3) Click to enable Sniffer and go to sniffer tab. 

 

 

 

 

 

 

 

 

4) Click on blue + icon and select “All Hosts in 

my subnet”. Then Click OK to start scanning. 

 
After 100% you will see IP address, MAC 

address, and OUI fingerprint of devices. Two 

IP addresses should be displayed. One is the 

router/gateway; the other is the victim’s 

computer. 

 

5) Now click on APR tab at the bottom to 

enable it.  

 

 
Click on the top field and then click on the blue 

+ icon. The window that appears has two 

selection columns side by side. On the left side, 

the IP address should be the router. Click the IP 

address. This will result in the right window 

showing a list of all hosts in the network (the 

victim’s computer) then OK.  

 

 
 

 

 

 

1 
2 

2 

3 

1 

1 

2 
3 

4 

IP & MAC of Router 

IP & MAC of victim 

Router 

victim 
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In the right window, click the IP address of the 

victim, and click OK. 

 
 

6) The IP addresses of the victim should now 

be listed in the upper table in the main 

application window. 

 
 

To complete the process, click the yellow-and-

black radiation symbol on the standard toolbar. 

This will activate Cain and Abel’s ARP cache 

poisoning features and allow your analyzing 

system to be the middleman for all 

communications between the two victims. 

 

 
 

7) Now, at the same time on the victim’s 

computer, the XArp program will display an 

alert window on the lower right hand corner of 

the screen to inform the user that ARP cache 

poisoning attack has occurred. 

 

 
 

 

 

 

victim 
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8) On the victim’s computer, open the 

Command Line prompt window and write “arp 

–a”. You will see an entry that has the IP 

address of the router and the MAC address of 

the attacker in the ARP cache. 

 

ARP cache poisoning can also be used to 

steel passwords, the following procedure 

demonstrate that: 

 

9) Open the web browser on the victim’s 

computer, go to the address bar and write this: 

http://<router’s IP> (i.e., http://192.168.1.1). 

Then log into the configuration page. 

 
10) Now, on the attacker’s computer, click the 

Passwords tab at the bottom. Select the HTTP 

option on the left. The username and password 

information used by the victim will be 

displayed in the list.   

 

1 

2 

victim attacker Router 

Router 

attacker MAC of Router 

become same as 

MAC of attacker 

The User name 

and password 
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The above steps show how to intercept HTTP 

username and passwords. 

 

ARP cache poisoning can also be used to 

conduct phishing, the following procedure 

demonstrates that: 

 

11) On the attacker’s computer, click on the 

APR tab at bottom then go to the left panel and 

click on the “APR-DNS”. 

 
 

12) Do right click and then choose “add to the 

list”. 

 

The following “DNS Spoofer for APR” 

window will appear: 

 

13) For our test run, let’s hijack the traffic from 

www.yahoo.com . So, type www.yahoo.com in 

the “DNS Name Requested” box. Since you are 

not sure of what the IP address you want to 

redirect to is, click on the “Resolve” box. What 

you will do is redirect the traffic from 

www.yahoo.com to www.hotmail.com. So, 

type www.hotmail.com in “Hostname to 

resolve” box and click OK.   

 

 

1 

2 

1 

2 

3 

4 
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14) The IP should resolve and we should now 

have the IP address of www.hotmail.com. Click 

OK. 

 

So, now you should have the DNS name 

spoofed. 

 

 
 

15) On the victim’s computer, open the 

browser and go to www.yahoo.com to see if 

APR-DNS poison routing worked.   

 

 
 

As you can see, when you type 

www.yahoo.com you ended up at 

www.hotmail.com. 

 

 
 

 

4. ARP Cache Poisoning Prevention 

Looking at ARP cache poisoning from the 

defenders standpoint we are at a bit of a 

disadvantage. The ARP process happens in the 

background with very little ability to be 

controlled directly by us. There is no catch all 

solution, but proactive and reactive stances can 
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be taken if you are concerned about ARP cache 

poisoning on your network [7]. 

4.1. Securing the LAN 

ARP Cache Poisoning is only a viable attack 

technique when attempting to intercept traffic 

between two hosts on the same local area 

network. The only reason you would have to 

fear this is if a local device on your network 

has been compromised, a trusted user has 

malicious intent, or someone has managed to 

plug an un-trusted device into the network. 

Although we too often focus the entirety of our 

security efforts on the network perimeter, 

defending against internal threats and having a 

good internal security posture can help 

eliminate the fear of the attack mentioned here. 

4.2. Using ARP Freeze tool  

Here let us show you how ARP Freeze [5]  is 

used to prevent ARP cache poisoning attack 

ARPFreeze is a tool for prevention. It lets you 

setup static ARP tables so that other attackers 

(using Cain and abel or some other tool) can't 

pull off an ARP poisoning attack against you. 

Windows has tools built in for doing this (the 

arp command) but these are not easy or 

automated, so using ARPFreeze, a simple 

automation script. It looks at your current ARP 

table, and lets you make entries static. It may 

help someone in hardening a box against Man 

in the Middle attacks that use ARP poisoning. 

 

To continue from the above steps, the 

following steps can be followed to demonstrate 

the ARP cache poisoning prevention method 

using static ARP routing:  

 

16)  Close Cain and Abel on the attacker’s 

computer. 

 

17) Open the browser on the victim’s 

computer and type the IP address of the router 

to go to the router configuration page. This 

will update the victim’s ARP cache with the 

router’s IP address again. 

 
 

18) Open ARP Freeze on the victim’s 

computer. ARP Freeze displays the current 

ARP cache and for each entry will ask if 

you want that entry to become static or not.  

Click Yes for the entry that has the router 

(IP address). Click No for all other entries.  

 

 
 

19) On the victim’s computer, open the 

command line window again and type “arp 

–a” to view the ARP cache. 

 

1 

2 
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20) Repeat steps (2) – (6) on the attacker’s 

computer to conduct the ARP cache poisoning 

process again. 

 

21) On the victim’s computer again, open 

the command line window and type “arp –a” to 

view the ARP cache. Notice that the ARP entry 

for the router is unchanged. 

 

 
Although Cain and Abel say it’s poisoning, the 

victim was not poisoned and therefore               

the attack was unsuccessful. 

 

 

4.3. Monitoring ARP Traffic with a Third 

Party Program 

The last option for defending against ARP 

cache poisoning is a reactive approach that 

involves monitoring the network traffic of 

hosts. This can be done through downloadable 

utilities designed specifically for this purpose 

(such as XArp) as we used and explained in 

previous section of this paper. This may be 

feasible when you are only concerned about a 

single host, but can be a bit cumbersome to 

deal with when concerned with entire network 

segments. 

 

5. Conclusion 

 
The security problems that the use of ARP 

introduces in a local area network (LAN) may 

create vulnerabilities to the distributed systems 

that run on these networks. Due to the severity 

of this problem, several ways to mitigate detect 

and prevent ARP attacks have been proposed, 

but each has its limitations. 

 

In this report we have shown how ARP cache 

poisoning attack can be conducted using Cain 

and Abel, how password stealing and phishing 

can be conducted through ARP cache 

poisoning, how XArp is used to detect ARP 

cache poisoning attack, and how ARP Freeze is 

used to prevent ARP cache poisoning attack. 

 

It is expected that from a small proof of 

concept as our study, a mechanism can be 

developed to be applied for future networks to 

prevent further attacks that can occur as a result 

of an ARP poisoning. 

 

 

6. Recommends 

 

We recommend that the student must take labs 

in security course to support the theoretical part 

Nothing appears here. 

So, that means the attack 

was unsuccessful. 

Router become static 
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of the course, and understand the concepts 

better by performing it. 

 

This practice makes them aware of 

contemporary security threats and what they 

need to do to counter them.  

 

Also, we recommend designing comprehensive 

laboratory exercises to help the student learn 

how to apply security principles and tools in 

practice. 

 

Finally, we recommend making the work and 

analysis as a group, so the students can share 

their experiences and knowledge with each 

other. 
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